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7.5	 Hostile surveillance

Hostile surveillance can present a significant security risk to humanitarian 
workers and vulnerable populations. It can however be overlooked in standard 
humanitarian security risk management efforts because it is often an ‘invisible’ 
risk. Drawing on the expertise and experiences of human rights and social justice 
workers, for whom this is a persistent concern, this chapter looks at hostile 
surveillance, its implications for humanitarian work and responses to it, including 
surveillance detection and anti-surveillance measures. 

7.5.1	 Understanding hostile surveillance

While ‘surveillance’ involves systematic monitoring to gather information 
or exert control, ‘hostile surveillance’ specifically targets individuals, assets 
or properties with pre-attack planning or malicious intent. Note that not all 
surveillance is covert – sometimes it is meant to be visible (e.g. as a form of 
intimidation).

Table 23	 Distinction between surveillance and hostile 
surveillance

Surveillance Hostile surveillance
•	 Surveillance can be conducted 

by various entities, including 
governments and private companies, 
for purposes such as security, 
intelligence gathering or monitoring. 

•	 Surveillance may serve legitimate 
purposes like public safety or law 
enforcement but can also be used 
nefariously, violating privacy or 
suppressing dissent. 

•	 Examples include government 
monitoring of communications, 
social media tracking, and corporate 
surveillance for market research.

•	 Hostile surveillance is conducted with 
hostile intent, directly threatening the 
safety and security of targets. 

•	 It aims to gather intelligence, identify 
vulnerabilities, or plan and execute 
hostile actions like theft, espionage or 
physical attacks. 

•	 Stalking, reconnaissance activities, 
the use of spyware technologies, and 
monitoring of security measures to 
identify weaknesses to be exploited 
are typical behaviours associated with 
hostile surveillance.
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Hostile surveillance in a humanitarian setting can be conducted by various 
actors, including non-state armed groups, government forces and criminal 
elements (see the box below).

Possible surveillance actors
•	 Non-state armed groups may conduct hostile surveillance to 

gather intelligence, monitor humanitarian activities and target  
aid workers.

•	 In conflict-affected regions, government forces or security 
agencies may engage in surveillance of humanitarian 
organisations in an attempt to track possible infiltration of non-
state armed groups in the local population. 

•	 Criminal elements may conduct surveillance to exploit or disrupt 
humanitarian operations for financial gain or to further their 
interests.

Organisations should be mindful that state intelligence agencies may conduct 
surveillance on humanitarian actors and that this intelligence-gathering can 
influence how other national government actors perceive and engage with these 
organisations. Regions experiencing armed conflict or humanitarian crises are 
especially susceptible to such surveillance.

7.5.2	 Types of hostile surveillance

This section presents common types of hostile surveillance and the tactics 
associated with each. These tactics may be used individually or in combination.

Physical surveillance
•	 Stakeouts: Individuals or groups may conduct stakeouts to observe and 

monitor the movements of their targets from a concealed location.
•	 Shadowing: Hostile actors may follow their targets closely, sometimes on 

foot, to gather information about their routines, activities or vulnerabilities.

Technical surveillance
•	 Electronic eavesdropping: Hostile actors may use listening devices, bugs 

or wiretaps to intercept and monitor communications, including phone 
conversations, emails and electronic messages.



438

Humanitarian security risk management

•	 Video surveillance: Cameras and recording devices are deployed to monitor 
targets’ activities, movements and interactions in various locations, such as 
residential spaces workplaces or public spaces.

•	 GPS tracking: Global positioning system tracking devices may be covertly 
installed on vehicles or personal belongings to monitor targets’ movements 
and gather location data.

•	 Unmanned aerial vehicles (UAVs) and satellites: Advanced technologies 
such as UAVs (drones) offer aerial surveillance capabilities, allowing hostile 
actors to conduct reconnaissance and monitor activities from a distance. 
Satellites provide wide-ranging surveillance coverage, offering high-resolution 
imagery and real-time monitoring of large geographic areas. 

Cyber surveillance
•	 Hacking and malware: Hostile actors may use hacking techniques, malware/

spyware or phishing attacks to gain unauthorised access to targets’ devices, 
networks or online accounts, allowing them to monitor activities, steal 
sensitive information and contacts, or disrupt operations.

•	 Social engineering: Hostile actors manipulate individuals or employees 
through deception or psychological tactics to extract information or gain 
access to sensitive data, passwords or systems.

•	 Data mining and open-source intelligence: Hostile actors may collect 
information from publicly available sources, social media platforms or 
online databases to gather intelligence about targets, their affiliations or 
vulnerabilities.

	ɖ See Chapter 6.2 on digital security considerations.

Covert observation
•	 Disguises and cover identities: Hostile actors may adopt disguises or create 

false identities to blend in with their surroundings, or to ‘engage’ with targets 
surreptitiously, to conduct covert surveillance without arousing suspicion.

•	 Espionage and undercover operations: This involves infiltrating target 
organisations, groups or communities to gather intelligence, establish 
relationships or gain access to restricted areas or information.



439

Sp
ec

ifi
c 

ri
sk

s
7

Part 7  Managing specific threats and risk situations

Case example: Yemen

In Yemen, aid workers have experienced surveillance from local 
government actors as well as international groups. Following project 
visits, target communities are known to have been approached 
and asked about the organisation and its staff. This affects how the 
target communities view the organisation and can undermine local 
perceptions.

7.5.3	 Risks associated with hostile surveillance

The risks associated with hostile surveillance in humanitarian assistance extend 
beyond immediate security concerns. At its core, risk in this context pertains to 
the uncertainty surrounding the safety and efficacy of aid delivery, encompassing 
threats to personnel, resources and the integrity of humanitarian operations. 
Hostile surveillance amplifies these risks by introducing the potential for 
compromised confidentiality, targeted attacks and operational disruptions.

For example, intercepted communications or compromised data systems may 
expose the local population and communities to reprisals from hostile actors. 
Similarly, aid workers operating in environments where hostile surveillance is 
prevalent may face increased risks of physical harm, abduction or harassment. 

A perception of humanitarian organisations as legitimate targets for surveillance 
or attack may also deter individuals from seeking assistance or cooperating with 
humanitarian initiatives, further exacerbating vulnerabilities and hindering access 
to essential services.

7.5.4	 How to respond to hostile surveillance

Humanitarian actors can effectively respond to hostile surveillance tactics by 
being aware and having preventive measures in place. This can be achieved 
by assessing the surveillance risks, training staff on preventive measures 
and implementing surveillance detection and anti-surveillance strategies. 
Surveillance detection involves vigilant observation and monitoring of the 
surrounding environment to identify potential threats or suspicious activities 
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before they escalate into security breaches. Anti-surveillance measures focus on 
countering and deterring hostile surveillance efforts. 

Anti-surveillance and counter-surveillance

There are distinctions between anti-surveillance and counter-
surveillance, with the latter being beyond the scope of this book and 
typically utilised by military and law enforcement with specialised 
training and skills. Counter-surveillance is reactive and aggressive, 
whereas anti-surveillance is a preventive measure. Anti-surveillance 
involves simpler tactics, such as varying routines and routes, 
deploying physical security measures like surveillance cameras and 
personnel, and fostering community relationships for additional 
support in detecting and responding to surveillance. Rather than 
relying on extensive security measures or force, anti-surveillance 
can be integrated into an organisation’s acceptance approach, 
emphasising regular interaction and communication with local 
communities.

An initial starting point can be a conversation with security staff or local/
regional experts who understand the threats and risks of surveillance relating 
to the location, the profile of staff or the programme. This can be followed by 
a comprehensive risk assessment. Once the surveillance risks are identified, 
organisations can train their staff and put preventive measures in place.

	ɖ See Chapter 4.1 for more information on how to carry out a risk assessment.

Human rights defenders and activists frequently use a combination of the 
following anti-surveillance techniques depending on the context; some of these 
can also be utilised by humanitarian organisations to detect and thwart hostile 
surveillance.



441

Sp
ec

ifi
c 

ri
sk

s
7

Part 7  Managing specific threats and risk situations

Table 24	 Example risk mitigation techniques

Technique Details

Pattern 
recognition

Establishing baseline patterns of normal behaviour and 
activities within the organisation’s premises or programme/
project sites allows for the detection of anomalies or 
deviations that may indicate surveillance activities.

Route analysis Regularly varying routes and schedules for humanitarian 
operations and personnel minimises predictability and 
reduces the likelihood of being targeted for surveillance. 

Behavioural 
observation

Training staff to observe and report suspicious behaviours 
or individuals, such as people loitering or exhibiting unusual 
interest in organisational activities, may help in early 
detection of potential threats.

Technical 
surveillance 
counter-
measures

Utilising electronic detection equipment to sweep for hidden 
surveillance devices or signals within the organisation’s 
premises helps identify covert surveillance attempts.

Communication 
monitoring

Monitoring communication channels for unusual or 
unauthorised activities, such as unauthorised access 
attempts or unusual network traffic, can help detect 
electronic surveillance attempts.

Digital 
communication 
hygiene 
and device 
protection

Avoiding open wifi networks, using VPNs and a 
password manager, refraining from sharing sensitive 
personal information on WhatsApp and other insecure 
communication platforms, fact-checking information before 
sharing, and staying vigilant against misinformation.

Data 
minimisation

Taking measures to reduce the amount of data individuals 
have on their devices which could be used against them in 
the event of a breach, such as dating apps, social media/
online profiles and banking details.

Operational 
security

Implementing strict operational security measures, such 
as limiting the dissemination of sensitive information and 
employing need-to-know principles.

Collaborative 
partnerships

Forging robust collaborations with experts in counter-
surveillance as well as social justice/human rights 
organisations, leveraging their expertise to tackle the risk of 
hostile surveillance. 
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Mitigation measures can be incorporated into the security plan to address 
identified surveillance risks, and training can be built around them to enable staff 
to actively contribute to surveillance detection efforts. Relevant staff should be 
made aware of and receive regular training on surveillance threats, detection 
techniques and reporting procedures. It is worth noting that hostile surveillance 
awareness is typically absent from standard HEAT courses; integrating the 
fundamentals of surveillance awareness into these would be highly beneficial.

Managing the risk of hostile surveillance in humanitarian assistance demands 
a multifaceted approach that encompasses surveillance detection and anti-
surveillance strategies tailored to the sector’s specific challenges. To respond 
to hostile surveillance, humanitarian actors can implement a range of strategies, 
including pattern recognition, route analysis, behavioural observation, technical 
surveillance counter-measures, communication monitoring and operational 
security measures. Fostering a culture of surveillance awareness through 
regular training sessions and awareness-raising helps staff actively contribute 
to surveillance detection efforts. Collaborative partnerships with experts in 
counter-surveillance and social justice/human rights organisations can further 
enhance the effectiveness of anti-surveillance measures. 

Further information

Surveillance resources
Haggerty, K.D. and Gazso, A. (2005) ‘Seeing beyond the ruins: surveillance 
as a response to terrorist threats’ The Canadian Journal of Sociology  
(https://doi.org/10.2307/4146129).

McCue, C. (2007) ‘Surveillance detection – an overview’ in Data mining 
and predictive analysis (www.sciencedirect.com/topics/computer-science/
surveillance-detection).
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