Humanitarian security risk management

6.2 Securityinadigital world

This chapter discusses digital risks and their real-life consequences for aid
workers. It provides an overview of potential mitigation measures as well as the
growing challenges presented by harmful information, such as misinformation,
disinformation, malinformation and hate speech.

6.2.1 Digital security

Global connectivity technologies are enabling greater outreach, aid delivery
and operational stability, as well as enabling affected populations to share their
experiences and perspectives. Developments in mobile technologies, notably
4G and 5G, have brought faster data transmission and expanded bandwidth
capacities, while next-generation satellite equipment, such as Starlink, has vastly
expanded the potential for working online in highly remote locations, offering
reliable, fast and affordable internet access.

These evolutions in technology also carry increased risk for aid organisations,
their staff and operations, and the populations they serve. The increasing
volume and severity of cyber-attacks and other digital threats (such as hacking,
surveillance, online abuse and data leaks) mean that every individual user must
be equipped to safeguard themselves, their devices, their communications and
their data against digital threats. Establishing comprehensive digital security
practices is increasingly important for humanitarian organisations.

Digital security

Digital security, for the purposes of this chapter, refers to the
protection and safeguarding of aid workers who use or are affected
by digital tools and technologies. This includes informational harm
as well as ‘cybersecurity’ - the technical aspects of the security of
the computers, mobile devices, applications, data and connectivity
services aid workers rely on.
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Digital threats to humanitarian organisations are widespread and multifaceted.
Mobile device security, use of untrusted and potentially hostile networks and
internet sources, interception of data and digital communications, and the
physical security of devices and data all require attention. The digital sphere
also presents intelligence-gathering opportunities for potentially unfriendly
or hostile entities. While digital security often falls under IT, security staff are
increasingly involved in digital security discussions, as digital threats can have
significant physical security implications for aid workers. For instance, hacking
or unauthorised access to sensitive data, such as travel itineraries or personal
information, can lead to targeted physical attacks, kidnapping and harassment
by hostile actors. Cyber-espionage and surveillance can allow state and non-state
actors to monitor the movements and communications of aid workers, making
them vulnerable to interception or ambush.

The spread of misinformation or disinformation through digital channels can
also incite hostility or violence from local communities or armed groups, directly
endangering staff. The theft of devices containing critical data can lead to
breaches that compromise the security of operations, putting both aid workers
and local communities at risk. Thus, the intersection of digital and physical
security is critical, with lapses in digital security potentially leading to grave
real-world consequences. Security staff need to understand the types of digital
threats aid workers may face and how they can work with other organisational
teams to mitigate digital risks, including promoting digital hygiene practices
among staff.

6.2.2 Digitalthreats and cybersecurity risks

The nature of digital threats can vary depending on the level of the target, which
can be an individual, a specific organisation or the aid sector overall. While there
is often overlap (e.g. individuals may become victims when their organisations
are targeted), it is beneficial for organisations to discuss the specific risks and
implement measures to mitigate threats across all three levels. This may be
particularly helpful in regard to the risks of harmful information.

Threatactors
Digital threats can emanate from a range of actors with different motives (for
instance economic, ideological or strategic). Examples include the following:

e Cybercriminals. Cybercriminals - individuals, small groups, gangs or large

criminal organisations and enterprises - are primarily driven by the desire for
financial gain and seek targets of opportunity. Some also have ideological or

political motives.
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e State actors. Humanitarian organisations operating in conflict zones or
areas of high political tension can find themselves in danger of accidental or
intentional targeting by governments and foreign state actors. Government
entities operating in the digital sphere are typically driven by national security
and other political concerns and can be highly capable of executing successful
cyber-attacks and conducting digital surveillance, as well as harmful online
influencing campaigns.

e Non-state armed actors. As digital resources become increasingly
accessible, their potential use by non-state armed actors increases. These
groups may use the same tactics as cybercriminals for financial gain, as well
as gathering intelligence and weaponising information for ideological and
political reasons. They may use online influencing campaigns, disinformation
and other targeted attacks to undermine an organisation’s operations or
perceptions among local communities.

e Others. Disgruntled employees, or people with a grudge against the
organisation or specific staff members, can pose threats in the digital sphere,
just as they can offline. Social media influencers with political agendas can use
their platforms to spread harmful information about aid organisations or the
aid sector as a whole. Threats may also emanate from the public influenced
by these influencers or online campaigns.

The following is a list of some of the digital security challenges aid workers can
face. These can overlap or take place concurrently - all have the potential to
translate into physical security risks.

Table19 Types of digital threats

Threat Description

Harassment Online harassment and threats, including hate speech, often
and online hate | directed at aid workers from marginalised groups or with
speech public-facing roles. This can include targeted campaigns

spreading inflammatory or derogatory content aimed at
inciting violence or undermining the credibility and safety
of individual aid workers, a particular organisation or the aid
community as a whole.

Identity theft Theft of personal information.
Social Manipulation of individuals into divulging confidential
engineering information, often through seemingly innocuous interactions.
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Threat

Description

Misinformation,
disinformation
and
malinformation

The spread of harmful information about aid organisations,
their staff or their work, undermining credibility, trust and
operational effectiveness. This can include online campaigns
or data leaks that damage the reputation of the organisation
or individual aid workers. While this harmful information can
be deliberately engineered, it can also spread organically on
social media platforms.

Phishing and
email scams

Designed to steal credentials, introduce malware or gain
unauthorised access to sensitive information. These risks have
spread to mobile devices in the form of ‘smishing’ (phishing via
SMS text messages). Scams enhanced by artificial intelligence
(Al) such as ‘vishing’ attacks (phishing via voice call, in which Al
is used to clone the voice of a person known to the target) are
also on the rise.

Online scams

Financial scams targeting organisations and individual aid

and fraud workers, often through deceptive online practices.

Hacking These aim to access or disrupt organisational systems, often

and system seeking to steal sensitive data or cause operational damage.

intrusions

Data theft Theft of sensitive organisational data, including information
about aid recipients, financial records and confidential
communications.

Ransomware Introduction of malware, including ransomware, to lock down

and malware systems or data until a ransom is paid or to damage systems

attacks outright.

Cyber Monitoring and surveillance by state or non-state actors,

espionage and especially in regions where aid organisation activities are

surveillance viewed with suspicion, might include: the interception of
communications and information about aid distribution
locations; the tracking of movements or geolocation of staff or
aid recipients; or identification of staff, potentially culminating
in further cyber-attacks or even physical harm. There have
been documented incidents of state actors using spyware
against organisations. For more details on hostile surveillance
and related mitigation measures, see Chapter 7.5.

6.2.3 Online targeting of individual staff
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Online attacks - particularly through social media and other platforms - can
result in the direct harassment, abuse, intimidation and blackmail of aid workers.
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Direct targeting is a growing and serious threat, particularly for those in public-
facing roles or from under-represented or marginalised groups (e.g. women
and individuals who identify as LGBTQI+).8¢ Harassment can take various forms,
including cyberstalking, doxing (where private information is published online
without consent) and malicious impersonation. Cyberstalking may involve
persistent and threatening messages, while doxing can expose sensitive personal
information to the public (such as home addresses and family details). Malicious
impersonation, where attackers create fake profiles to mislead or tarnish the
reputation of the victim, can severely damage both personal and professional
relationships and credibility.

Case example: Online harassmentinthe Middle East

A blog in Jordan posted profile pictures from gay dating apps,
resulting in severe public backlash and potential danger for the
individuals whose photos were published, who faced immediate

and significant risks, including social ostracisation, harassment and
potential legal repercussions. This incident highlights the importance
of digital security and the potential consequences of digital exposure
in hostile environments. It also underscores the need for aid
organisations to provide clear guidance to staff on protecting their
online identities, and the importance of monitoring local online
spaces for potential threats, and taking proactive measures to
mitigate risks.

Source: Kumar, M. (2017) Digital security of LGBTQI aid workers: awareness and response.
GISF (https://gisfprod.wpengine.com/resource/digital-security-of-Ilgbtqi-aid-workers-aware-
ness-and-response/).

Online attacks can have profound psychological effects on their targets, leading
to stress, anxiety and a pervasive sense of vulnerability. The impact can be even
more severe when personal information is weaponised in environments hostile
to certain identities or affiliations, or where aid workers already face significant
risks due to the nature of their work.

86 For more detailed examples of the digital risks faced by LGBTQI+ aid workers, see Kumar, M. (2017)
Digital security of LGBTQI aid workers: awareness and response. GISF (https;//gisfprod.wpengine.com/
resource/digital-security-of-Igbtqi-aid-workers-awareness-and-responsey).
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These direct attacks are also more difficult for organisations to have visibility
over, and attackers may even be colleagues of the victim. The entire process
of a digital threat - identifying the target, finding vulnerabilities, contacting the
victim, delivering the threat, reaching a resolution - can take place entirely online,
making it hard to detect by anyone who is not directly affected.

To mitigate these risks, organisations can provide comprehensive digital security
training that covers safe online behaviours, how to recognise and respond to
online risks (such as harassment and exploitation) and how to manage digital
identities and footprints. Aid workers can be encouraged to use secure
accounts, enable strong privacy settings on social media and consider the use
of pseudonyms to protect their identities. It is also advisable for organisations
to have robust policies in place to address digital exploitation, offering clear
guidelines on how to handle incidents of harassment and safe spaces for affected
staff to raise concerns or report incidents.

Support services should be available to those affected, including mental health
resources to help workers cope with the psychological impact of being targeted,
as well as legal assistance to address any potential breaches of privacy or security.
By creating a strong support network and fostering a culture of digital security
awareness, organisations can help protect their staff from the increasing threat
of online attacks and their potentially severe consequences.

> See Chapter 5.4 for more on staff care, including mental health support.

Responding to adirect online attack

The following are steps an organisation might consider following an

online attack on an individual.

e Identify the aggressor. Identify the attacker and their actions, if
possible.

e Assess breached platforms. Identify compromised platforms

or devices, and reset passwords. Change usernames and
credentials if necessary.

e Contain unwanted information. Contact social media
or telecommunications providers to contain the spread of
unwanted content. Ensure secure communication when doing so.
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e Alert financial institutions. Notify, if advisable, banks or
financial institutions if there are monetary demands or threats.

e Protect organisational integrity. Minimise the impact on the
organisation to avoid endangering other staff or damaging the
organisation’s reputation.

e Notify relevant authorities. Depending on the situation, alert
any relevant authorities, for example local police or the embassy
(if a foreign national was affected).

e Communicate with staff. Inform staff to report any further
threats directly to security and other responsible personnel.

e Consider evacuation or relocation. If the situation escalates
into a physical threat, consider evacuating or relocating affected
individuals.

e Limit information disclosure. Share only information necessary
to contain the threat, avoiding the disclosure of sensitive details.

e Document the incident. Keep detailed records of all
communications, threats and actions taken. This can be helpful
for legal purposes and future protection.

e Provide psychosocial support. Offer counselling or other
psychosocial support for affected staff.

e Engage in counter-messaging. If misinformation or harassment
is public, consider a controlled, official response to counter false
narratives and maintain credibility.

e Review and strengthen security protocols. Once the incident
has been resolved, review and update digital security protocols
to prevent future occurrences.

e  Ongoing monitoring. Continue monitoring the victim’s
online presence and related platforms for further threats or
harassment.

6.2.4 Harmfulinformation

Harmful information (misinformation, disinformation, malinformation and hate
speech) is rapidly becoming a serious threat to aid organisations. With the rise
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of social media, Al-generated pictures and videos, and the increasing number of
alternative information-sharing websites, this type of threat will only increase in
frequency, scope and severity.

Information shared in humanitarian crisis settings can become harmful through
several different mechanisms - described in more detail below - and can involve
a wide range of external actors with different intentions, targets and means
of disseminating information. Trust and faith in institutions, authorities and
traditional sources of information is diminished, leaving space for alternative
sources of information, including social media. Although alternative platforms
can amplify otherwise unheard voices, they can also allow harmful information
to go unchecked and have unprecedented reach across audiences, including
stakeholders in humanitarian action.

It is important to be mindful that sources of harmful information can be actors
that aid organisations do not usually engage with, such as tech companies, the
private sector, social media platforms, influencers and general users.

Key definitions

Misinformation refers to inaccurate or false information that is shared without
the intent to deceive. It often results from misunderstandings, errors or a lack of
proper verification, rather than a deliberate attempt to mislead. This is distinct
from disinformation, which is information that is deliberately false or misleading.
Malinformation refers to true information that is taken out of its original context
or manipulated in a way to mislead or cause damage. Hate speech is content
that targets a group or individual based on their inherent characteristics, such as
ethnicity, religion or gender.?”

Security impact

Humanitarian organisations often prioritise acceptance as their core security
risk management approach, rooted in a principled response that adheres to
neutrality, independence, humanity and impartiality. Harmful information is
particularly dangerous as it can erode perceptions of a principled response
among stakeholders, often independently of any action taken by the organisation
or its staff. Such information can also be used to manipulate public perception,
shaping narratives and undermining the credibility of humanitarian organisations.
Examples include the following:

87 Foradetailed discussion of definitions, see Wardle, C. (2024) A conceptual analysis of the overlaps and
differences between hate speech, misinformation and disinformation. Department of Peace Operations
(United Nations) (https:/peacekeeping.un.org/en/new-report-finds-understanding-differences-
harmful-information-is-critical-to-combatting-it).
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Propagating false narratives. Actors may spread false narratives to
discredit humanitarian organisations, portraying them as biased or politically
motivated, even as cover for espionage. This sows distrust, undermines
public support and justifies restrictions on access to crisis areas. Even true
information about aid efforts can be manipulated. After the 2023 earthquakes
in Turkiye, a story about the Turkish Red Crescent selling tents was spread
and amplified on social media, fuelling criticism of the government’s disaster
response. This manipulation undermined public trust in both the government
and the Turkish Red Crescent.8®

Accusations of misconduct. Disinformation campaigns might falsely accuse
aid workers of crimes or misconduct, such as corruption or collaboration
with enemy forces, damaging reputations and potentially leading to legal or
operational repercussions, even expulsion. Aid organisations may themselves
be charged with spreading misinformation or disinformation.

Spreading false information. Disinformation, such as fake information
about distributions or other interventions shared online, can cause confusion,
disrupt operations and damage the trust between organisations and
communities. False information exploiting cultural or religious sensitivities,
such as rumours about vaccination campaigns, can incite violence against aid
workers and disrupt critical operations. Disinformation can also create false
perceptions of bias in aid distributions.

Discrediting humanitarian reports. State actors may use misinformation
to undermine the credibility of reports documenting human rights abuses
or crises, often labelling them as ‘fake’ to dismiss their findings. For instance,
Myanmar has denied the existence of the humanitarian crisis affecting the
Rohingya people.

Impersonation. Actors may hack the communications of humanitarian
organisations to spread false information directly.

Weaponisation of information. Hostile actors may hack into data systems
to alter records or leak sensitive information, undermining the organisation’s
credibility or targeting specific groups. In 2022, a hack exposed the data of
over 515,000 vulnerable people, endangering them and damaging trust in the
ICRC.#®

88

89

Insecurity Insight (2023) The role of social media in the spreading of the Turkish Red Crescent Tent Sale
Story in Tiirkiye. Social Media Monitoring (https://insecurityinsight.org/wp-content/uploads/2023/08/
The-Spreading-of-the-Turkish-Red-Crescent-Tent-Sale-Story.pdf).

ICRC (2022) Cyber attack on ICRC: what we know (www.icrc.org/en/document/cyber-attack-icrc-what-

we-know).
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¢ Incitement of violence and hate speech. Social media posts can be used to
incite violence or other negative behaviours towards humanitarian personnel,
locations, assets and operations. Hate speech, which targets groups based on
identity, presents real and immediate concerns.

Case example: Disinformation examplesin Ukraine

Disinformation affects everything from personal security and the
reputation of individual aid organisations to the overall perception
of the aid sector and its ability to achieve humanitarian goals and
implement programmes.

During the conflict in Ukraine, Russian-affiliated actors employed
disinformation to obstruct and manipulate humanitarian operations.
One significant instance involved the dissemination of false
information about evacuation routes. Pro-Russian Telegram channels
falsely claimed that the Ukrainian military was blocking certain
evacuation routes or that these routes were under attack. This caused
confusion and fear among civilians, leading them to avoid using safe
evacuation routes or delay their departure from dangerous areas.

The ICRC also faced a significant disinformation campaign targeting
its humanitarian efforts in Ukraine when Russian-affiliated actors
spread false narratives, including claims that the organisation was
involved in forced evacuations of Ukrainians to Russia and setting
up offices in southern Russia to filter Ukrainians. The baseless
accusations, which were disseminated across social media and
occasionally appeared in mainstream media, aimed to discredit the
ICRC’s work among Ukrainians and jeopardise its operations.

Sources: Center for Civilians in Conflict (2023) When words become weapons: the unprece-
dented risks to civilians from the spread of disinformation in Ukraine (https://civiliansinconflict.
org/publications/research/when-words-become-weapons-the-unprecedented-risks-to-civil-
ians-from-the-spread-of-disinformation-in-ukraine); ICRC (2022) Ukraine: addressing misin-
formation about ICRC’s activities (www.icrc.org/en/document/ukraine-addressing-misinfor-
mation-about-icrcs-activities).
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In addition to ensuring that digital threats, including harmful information, are
incorporated into existing risk assessment processes, organisations should
equip responsible personnel, such as social media staff, with the tools needed to
consider harmful information risks directly.

> See Chapter 4.1 for more on risk assessments.

An example of a risk assessment process for potentially harmful information
is below, adapted from the Médecins sans Frontieres Mis/Disinfo Assessment
tool.®

e Understand the target. Who is the target (individual, programme,
organisation, sector) and how are they being targeted?

e Understand the purpose. Is the harmful information being shared with
the intent to harm, or is information becoming harmful organically through
misinterpretation and widespread sharing?

e Understand the source. Is the information being driven by a particular
source (e.g. a group or influencer)? Is this wholly new information or has it
been shared before?

e Classify. Is this content low or high risk? (See Table 20.)

e Evaluate. What kind of risk does this pose? (See Table 21.)

Table20  Classification of contentrisk
Low Medium High Urgent
Harmless Misinformation Deliberate Targeted
misunderstanding/ | that could cause harmful propaganda
mistaken harm information against the
information involving the organisation or
organisation or its staff
its staff

90 See GISF (2023) Online risk to real-life harm: disinformation and social listening workshop resources
(www.gisf.ngo/resource/online-risk-to-real-life-harm-disinformation-and-social-listening-workshop-
resources/).
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Table 21 Evaluation of contentrisk
Low Medium High Urgent
Gravity No risk of Moderate Indirect risk Direct threat
real-life harm | risk of of of
or threat harm real-life harm | real-life harm
Scale Not much Moderate Significant Going viral
attention pickup, attention
some in short time
comments
Target No specific Indirectly Directly Directly
target impacts the impacts the targets the
organisation organisation organisation
and its staff and its staff and its staff
Source Source with Localised Coordinated, Networks
limited reach | movement, purposeful with
ad hoc significant
reach

Mitigationmeasures

Once risks of harmful information have been assessed, there are several possible
mitigation measures, listed below. These must be carefully evaluated and tailored
to specific risks, as what works well in one instance may worsen the situation in
another.

e Evaluate the information landscape. Understand where and how target
communities obtain their information by identifying trusted sources and
communication channels. This helps target and counter harmful narratives
before they spread widely.° Organisations should ensure that actor mapping
and analysis includes individuals or groups that can influence the spread of
harmful information.

e Develop and implement communications strategies. Design robust
communications strategies that include monitoring social media for both
positive and negative content relevant to the organisation, its work and the
aid sector as a whole. Create a strong social media presence on contextually
relevant platforms, regularly updating them with positive, honest and
transparent content that highlights core messages and humanitarian

6 Technology

To this end, an information ecosystem assessment can be helpful. See, for example, Internews (2015)
Mapping information ecosystems to support resilience (https;//internews.org/wp-content/uploads/
legacy/resources/Internews_Mapping_Information_Ecosystems_2015.pdf).

9



https://internews.org/wp-content/uploads/legacy/resources/Internews_Mapping_Information_Ecosystems_2015.pdf
https://internews.org/wp-content/uploads/legacy/resources/Internews_Mapping_Information_Ecosystems_2015.pdf

Humanitarian security risk management

principles. ‘Verified’, for example, is an initiative launched by the United
Nations in collaboration with Purpose to combat misinformation related to
Covid-19.

e Monitor harmful content and changes in perceptions. Invest in social
media ‘listening’ initiatives to track sentiment over time and flag negative
content before it turns into a real-life security threat.®2 Organisations can also
use public resources that track and analyse content to help identify potential
threats, harmful information and public perceptions that could affect the
security and effectiveness of aid efforts.>

e Sensitise and train staff. Provide digital literacy training to staff, focusing on
how to handle spurious content and manage their online footprint. Encourage
staff to act as the organisation’s eyes and ears online, reporting potential risks.

¢ Build strong networks. Develop strong networks with partners both within
and outside the humanitarian context for mutual support and information
verification. Pre-existing relationships can mitigate reputational risks and
allow the swift sharing of counter-messaging. Establishing relationships with
local media outlets and radio stations can also be an effective way of sharing
accurate information about humanitarian activities in the area.

e Raise awareness. Partner with other organisations, policymakers and
media to raise awareness about harmful content and pressure social media
companies to act responsibly.

e Establish clear roles and responsibilities and collaboration across teams.
Ensure that roles and responsibilities are clear with regard to monitoring and
documenting information that is harmful or has the potential to cause harm,
that staff are adequately trained and supported, and that there are clear
protocols for when and how relevant information will be shared with other
parts of the organisation, including security staff.

In general, it is advisable for organisations to have a strategy in place to effectively
respond to incidents of harmful information. Response actions may include the
following:

e Reporting harmful content. Use the social media platform’s reporting tools
to flag harmful content and engage directly with social media companies to
expedite the review and removal process.

92 lacucci, A. (2023) Social Listening. Slide deck. GISF ( https:/gisf.ngo/resource/online-risk-to-real-life-
harm-disinformation-and-social-listening-workshop-resourcesy).

93 For example, Insecurity Insight (n.d.) Social media monitoring (https://insecurityinsight.org/projects/
aid-in-danger/social-media-monitoring).
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e Engagingin fact-checking and counter-messaging. Consider collaborating
with fact-checking entities to verify information, and develop counter-
messages to correct false narratives. Effective counter-messaging involves
understanding the main nodes and links through which the information
spread originally, and targeting those same networks. This can help maintain
trust and credibility while preventing the spread of misinformation. However,
in some cases it may be better not to draw further attention to the false
information.

e Rebuilding trust after harmful information campaigns. Focus
on rebuilding trust with affected communities through transparent
communication and engagement. This can include demonstrating how the
organisation protects data it collects relating to targeted populations and
other local actors, and that it has considered the potential harms and risks if
it were to fall into the wrong hands.

e Collaborating with authorities. If content poses an immediate threat,
consider notifying law enforcement or relevant authorities.

Respondingtoincitement of violence on social media

Incitement to violence on social media is prohibited by most
platforms, including Meta (Facebook and Instagram), which has
community standards against such content. If an organisation
encounters posts that incite violence, it can use the platform’s
reporting tools or directly contact the company to flag the content
as violating community standards or that could lead to potential
harm, prompting a review and potential removal. Providing detailed
information should help expedite the review process. If the content
poses an immediate threat, law enforcement or relevant authorities
should be notified, as and when appropriate, to ensure a prompt
response.

Follow-up activities may include:

6 Technology
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e Recording the steps taken and the outcomes following an incident to inform
future risk assessments, risk mitigation and response measures.

e Carrying out an after-action review to identify lessons to improve future
efforts, as would be done for a critical security incident.

6.2.5 Digital communications technologies and theirrisks

Many risks come from the use of untrusted networks - which usually means
any network that is not under the organisation’s control. Any network with an
unknown level of security can be considered inherently insecure. The following
section presents an example list of risks associated with digital communication
technologies. It is not meant to be comprehensive, but rather provides
information regarding common areas of concern.

Mobile networks have inherent security flaws, including susceptibility to
unauthorised access and data interception, particularly where regulatory
oversight is lax or compromised.

A major risk of using mobile networks is the potential for hostile parties to
intercept data streams. These parties could be local governments, gangs, criminal
organisations or states with access to the carrier networks. This interception
could lead to leakage of sensitive communications or operational data, such as
staff locations and operational movements.

Public wifi sources, such as free or paid wifi at airports, cafes and hotels, are
a common and often necessary means of internet connectivity for travelling
staff. The primary attack vector is man-in-the-middle (MITM) attacks, in which
amalicious third party eavesdrops on the network, intercepting or interfering
with communications.

There is no way of knowing whether a wifi network operator has securely
configured a network - and the risk of a successful MITM attack increases where
this is not the case.

There is also the risk of a malicious actor setting up an ‘evil twin’ - a fake wifi
network that uses the same name as a legitimate wifi source, causing users to
connect to the fake network unintentionally. The attacker will then be able to
intercept all internet traffic on this fake wifi network. By default, phones and
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devices may automatically connect to ‘known’ wifi networks, meaning an attacker
could set up this same network in an airport and dozens or even hundreds of
devices could passively connect to it.

Local internet service providers (ISPs) can provide a faster and more stable
internet connection for long-term or permanent office locations as well as short-
term project locations. It is still advisable to use caution with these connections
and take steps to secure them.

While the ISPs themselves are likely not significant threats, any system or
device connected to the internet is at risk of attack. ISPs could be infiltrated by
cybercriminals or state actors, leading to the potential interception of sensitive
communications and data. Having additional layers of encryption can increase
protection.

Al-relatedrisks

Al tools present opportunities and challenges for aid organisations.
For aid workers, challenges include the potential for data breaches
and the propagation of biased or inaccurate content. Hostile actors
can use Al to amplify misinformation, conduct phishing attacks or
even deploy Al-driven surveillance to monitor and target aid workers.
These risks underscore the need for caution and strict adherence to
security protocols when interacting with Al, both in terms of using
Al tools and protecting against Al-driven threats from hostile actors.
There is also growing concern about the use of Al systems in military
targeting, including the risk of misidentification and the potential

for erroneous strikes. Organisations such as the ICRC are drawing
attention to this risk.

i Viveros Alvarez, J.S. (2024) ‘The risks and inefficacies of Al systems in military
targeting support’ Humanitarian Law & Policy, ICRC (https://blogs.icrc.org/
law-and-policy/2024/09/04/the-risks-and-inefficacies-of-ai-systems-in-military-
targeting-support/).
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Public charging stations, such as at airports, train stations and hotels, include
standard electrical wall outlets and USB charging ports. Heightened risk is linked
specifically to the USB charging ports.

‘Juice jacking’ is where a compromised USB charging port contains a small
device that can send commands to a phone, tablet or other device plugged in
for charging purposes. This could potentially be used to install malware or allow
an attacker remote access. Where it is not possible to access an electrical wall
outlet to charge a device, a USB data blocker can be plugged into the USB charge
port before use to protect against a potential juice jacking attack.

6.2.6 Security controls and digital hygiene

In order to understand the threats that an organisation and its staff may face -
and in order to implement appropriate risk mitigation measures - it isimportant
to identify what technology may be used by staff to carry out their work, and
the different risks of different types of projects. This involves understanding the
programme’s scope and the digital activities of all stakeholders. This technology
needs assessment would cover equipment and communication devices as well
as software and apps.

Organisations will usually have less control of and visibility over devices that
are for personal use - although these can be equally at risk. Organisations can
manage the risks associated with personal devices by providing training for
staff on good digital hygiene practices (no matter what device is used), setting
protocols around using personal devices for work-related purposes, and
restricting access to sensitive information on personal devices.

When it comes to effectively assessing risks, a collaborative, cross-team
approach is beneficial. IT teams can focus on evaluating potential threats in
hardware, software and systems, while managers can review the software their
teams use to identify vulnerabilities. Communications staff can perform a ‘digital
context analysis’ to understand how various stakeholders might use digital
media, and security staff can identify security vulnerabilities and link these to
broader physical threats stemming from digital exposure. Programme staff can
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assess the risks of abuse, criminal targeting or manipulation related to digital
aspects of their programmes, such as cash transfers, advocacy or data collection.
It is crucial to recognise that, like physical threats, digital threats do not affect
everyone equally. Any risk assessment will need to be inclusive and consider how
different identity profiles can affect digital risks.

Organisations also need to remember that there is overlap in the digital security
of staff, the organisation and relevant communities. A breach in one area will
have repercussions for others, and any risk assessment and mitigation measures
should consider their interdependence.®*

Aid workers can also become collateral damage in a digital attack targeting a third
party that holds their organisation’s data or whose services the organisation
uses - this is something that also needs to be factored into any risk assessment.
Finally, organisations are responsible for complying with relevant data protection
regulations (such as the European Union’s General Data Protection Regulation
(GDPR)).

> See Chapter 4.1 for more on risk assessments.

Protocols help users conduct themselves and carry out operations in a
consistently secure manner. Keeping protocols simple and repeatable — meaning
they are standardised, well documented and can be easily followed in the same
way each time — helps ensure they are consistently adhered to. Protocols can
include procedures for requesting and acquiring devices, reporting lost or stolen
devices, acquiring internet connectivity and good practice for user behaviour.

Virtual private network (VPN) and web security tools protect end-user devices,
data and communications while on the move and using untrusted networks.
A VPN encrypts data as it leaves a user’s device so that it remains protected
and masked from hostile actors as it crosses untrusted wifi networks, mobile
networks and the internet. Web security generally comes in the form of web
content filtering, and is a critical first line of defence against malware, malicious
websites, phishing attacks and other online threats. Combined with a VPN
tool that encrypts internet traffic, this can provide significant protection and
shielding for end users and their data.

94 Tolearn more, see Davis, J. et al. (2020) ‘Module 4, Digital security’ in Security to go: a risk management
toolkit for humanitarian aid agencies, 4th edition. GISF (https:/gisf.ngo/resource/security-to-goy).

6 Technology


https://gisf.ngo/resource/security-to-go/

Humanitarian security risk management

Using SSL-encrypted websites that display the ‘padlock’ is a good idea when on
unsecured wifi. Many government websites, especially in the countries where
most aid work takes place, have been compromised in the past and are not
configured to have encryption. Caution needs to be exercised.

Enterprise security solutions provide advanced, comprehensive and
organisation-wide security features to protect an organisation’s data and users,
even across remote or unsecured networks. These tools include ‘zero trust’,
‘SSE (secure service edge)’, and ‘SASE (secure access service edge)’. Enterprise
solutions go beyond individual website encryption by offering a broader security
framework to protect an entire organisation’s digital ecosystem.

When weighing the risks and benefits of different apps and platforms for
communication, there are three things to consider.

e What is the security of the app? Open-source apps hosted in countries
with robust privacy protection laws and good security practices will be more
secure than proprietary apps hosted in countries where the government
controls the network and privacy laws are ignored or unenforced.

e Who owns the data from the app? Is the data stored only on the device
itself? Is the data stored in the servers of a private company, government or
non-profit? It is important to know where the data is located and what path it
takes in order to properly assess the security of a particular app.

e What is currently available or in use in the countries of operation?
Ahighly secure app may be a poor option if it is unavailable for download in a
particular country, if it cannot be installed on the devices used by the majority
of staff or if it is unfamiliar or difficult to use.

A mobile device management (MDM) platform monitors and protects mobile
devices. An MDM allows for centralised remote management of devices,
including the ability to wipe sensitive data from devices that are lost or stolen.
If this is not possible, encrypting the devices and using strong passwords and
private folders is a good measure.
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Physical security as an important aspect of keeping people, devices and data safe.
If hostile actors can get their hands on a device, they can likely compromise it.
The risk of data leaks is reduced considerably if files are encrypted and devices
are password-protected and never left unattended. Reporting a lost or stolen
device as soon as possible to the IT and security teams allows for rapid response
to mitigate the potential impact. There may be cases where staff are required
to temporarily surrender devices to authorities for inspection. If there are any
suspicions of tampering, or if the device leaves the sight of the staff member for
any period, IT and security will want to know.

Although not always practical, Faraday travel bags can protect mobile devices
from potential attacks while travelling. Electromagnetic waves - such as those
used for wifiand mobile communications - are prevented from entering the bag,
which can block unwanted connection attempts or mobile device surveillance.

Digital hygiene practices

Digital hygiene refers to standard practices to maintain digital security and
mitigate digital risks. Digital hygiene can help to maintain a consistent digital
security baseline by promoting good, repeatable behaviours and protocols.
Below are some suggestions for sound security hygiene practices, which can be
part of an organisation’s security protocols and training.®>

e Create strong passwords. Staff can create strong, complex passwords using
a mix of characters and regularly update them, avoiding reusing the same
passwords across multiple accounts. A good practice is to use ‘three random
words’ for easy-to-remember yet secure passwords.

¢ Use multifactor authentication. Multifactor authentication provides an
additional layer of protection against stolen or cracked passwords.

e Keep everything updated. Ensure all operating systems and installed apps
are updated before travelling. If available, a mobile device management
system can be used to keep devices and apps up to date automatically.

95 For more guidance, see ACT Alliance (2019) Basic cyber security. A guide for all to manage digital
security (https://gisf.ngo/wp-content/uploads/2021/10/ACT_Digital_Security_Guidelines_2019.pdf).
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e Secure device settings. Devices typically do not ship in their most secure
state, so organisations should establish device hardening standards as part of
their security policies. Staff can implement device hardening by configuring
secure device passcodes, disabling unnecessary apps and services, enabling
device encryption, turning on lockdown modes and disabling wireless radios
when not needed.

e Limit app usage. Each installed app is a potential vulnerability. It is advisable
to minimise unnecessary app usage, especially while travelling, and consider
removing apps that are not needed.

e Use secure communication apps. End-to-end encrypted communication
apps are preferable but a robust assessment can be conducted to determine
the safest app for use in different contexts.

e Social media precautions. Avoid social media posting while travelling, as this
can leak information. Turn off location services and review privacy and sharing
settings on all apps.

e Photo metadata. Turn off location settings when taking photos and remove
metadata from images before sharing them.

e Be cautious with emails. Avoid clicking on links or opening attachments
from unknown sources. Verify the sender’s email address, especially when
dealing with sensitive information.

e Encrypt sensitive data. Ensure all sensitive files are encrypted before storing
or sharing them. Anonymise personally identifiable information.

o Secure file sharing. Use secure methods for sharing files, such as encrypted
email services or secure file-sharing platforms.

e Back up data. Regularly back up important data to secure, encrypted storage
to prevent loss.

e ‘Clean as you work’. Consider data use when moving between locations:
data such as photos which is safe to use and share in one location may pose
security risks if seen in another. To mitigate these risks, send necessary photos
by secure electronic means, then promptly remove them from the device.
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e Delete data. Securely delete data when no longer needed.

e Review and control access. Regularly validate data accuracy, control access
and maintain audit trails to ensure only authorised personnel can access
critical data. Staff should be especially careful about what kind of data they
collect, how they store it and who has access to it. Security staff may collect
and have access to very sensitive personal information on staff and other
actors, and need to be mindful of the risk of information being used to harm
the organisation, its staff, the people it is trying to help or its operations - even
if this is shared with legitimate interests, such as state actors.”

e Use VPNs on public wifi. Always use a VPN when accessing the internet over
public wifi networks.

e Avoid unsecured websites. Recognise and avoid websites that are not
secured with HTTPS (a secure protocol designed to send data between a
web browser and website).

e Follow established reporting protocols. Report suspected digital security
incidents, such as phishing attempts or potential data breaches.

Organisations should consider developing training sessions and seminars to
improve digital literacy and cover good digital hygiene practices for staff for
both organisational and personal technology, including social media. Regular
refreshers and updates on emerging digital threats are crucial to ensure that aid
workers remain vigilant and well-prepared to safeguard themselves and their
colleagues in the digital space.

Furtherinformation

Digital security guidance and tools
Access Now (2020) Digital security helpline: Self-doxing guide (https;//gisf.ngo/
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ACT Alliance (2019) Basic cyber security. A guide for all to manage digital
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96 As exemplified by the sharing of personal information from ethnic Rohingya refugees by UNHCR with
the Bangladeshi government, which in turn shared the information with authorities in Myanmar. See
Human Rights Watch (2021) UN shared Rohingya data without informed consent (www.hrw.org/
news/2021/06/15/un-shared-rohingya-data-without-informed-consent)
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