Humanitarian security risk management

6.1 Managinginformation and communications
security

This chapter focuses on considerations for managing sensitive information
and transferring information securely, as well as measures to take when normal
methods of communication are disrupted. After an overview of information
security, it covers secure communications and the essential elements of a
communications plan.

6.1.1 Information security

Information security refers to measures and practices to protect sensitive
information from unauthorised access, breaches and misuse. This includes
ensuring the confidentiality, integrity and availability of data, particularly in
environments where information can be critical to the safety and effectiveness
of operations. For humanitarian organisations, this often involves safeguarding
personal data, operational details and other sensitive information that, if
compromised, could endanger individuals or operations. Information about
individual staff, the activities of the organisation, intended aid recipients and
contacts can all be used for malign purposes. In some cases, information is not
meant to be shared externally. In other instances, information may simply be
misconstrued or taken out of context.

Sensitive records for organisations can include:

e Documents on individual personnel such as salaries and performance
appraisals.

e Confidential personal information, such as medical records.

e Organisation-specific information (e.g. bank records, legal documents and
government agreements).

e Operational assessments (e.g. risk assessments, actor mapping and situation
and incident reports, which can be perceived as spying).

e Information on staff movements.
e Records of meetings.
e Information associated with programmes, including aid recipient details.
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e Information about finances and cash handling.
e Assetinventories (vehicles, office equipment, radios).

Typical examples of sensitive materials include medical records, identities of
staff and aid recipients and operational plans in conflict areas. Mishandling such
information can have severe consequences, including risks to personal safety
and organisational credibility. Common issues include improper storage of
documents, unsecured digital files and lax procedures for disposing of sensitive
information. Poor housekeeping can easily result in unauthorised access or
accidental data leaks.

In some settings, there is also a high risk of surveillance from state actors,
criminal groups or other parties interested in the operations of humanitarian
organisations. This can include monitoring of communications, hacking into
systems or physical surveillance.

There are several measures that organisations can take to strengthen
information security.

e Information security policies and operating procedures are crucial
for all operational contexts. These documents set out what constitutes
‘sensitive information’, who is authorised to see it and how it should be
stored, communicated, transported, unsensitised or destroyed. Essentially,
responsible staff must assess the impact should information be accessed by
unauthorised personnel. For example, what would the consequences be if
a staff member’s personal computer with personal information and images
were to be accessed by hostile government actors when arriving in the
country?

e Protocols can be put in place for data handling, access controls, incident
response and contingency planning. These should also address specific
challenges, such as managing information in high-risk environments or during
emergencies. These protocols can also inform external communications,
including media engagement, official statements and social media posts.

e Akey way to protect information is to maintain back-up copies in multiple
locations. This safeguards against loss (but not theft). Both digital and
hard-copy backups of vital documents should be kept. Good practices for
protecting hard-copy information include proper document handling,
secure storage and appropriate destruction methods. In some cases, it may
be necessary to quickly destroy sensitive documents (such as shredding
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and securely deleting digital files), so minimising on-site documentation is
advisable. Restricting access to sensitive information to a limited number of
people can provide an additional layer of security.

o Staff training is crucial. All staff should be made aware of the importance
of information security, how to recognise and handle sensitive information
and the specific communications risks of the operational context. This is
particularly important for staff with access to sensitive information or those
who regularly engage with external actors or manage media interactions, such
as communications staff.

Good practice in information security also includes managing communications
and digital security and addressing risks emerging from hostile surveillance.
Communications security is covered in more depth in the following sections of
this chapter, while digital security is discussed in detail in Chapter 6.2. For more
information on hostile surveillance, see Chapter 7.5.

6.1.2 Communications planning

The ability to communicate with others is one of the fundamental pillars of
security and is especially important in high-risk environments. Security plans
and procedures cannot be implemented without the ability to communicate
-and, in an emergency, the ability to rapidly communicate with other parties
can mean the difference between life and death. As such, a communications
plan is just as important to security as a risk assessment, and developing a good
communications plan should be taken just as seriously.

A good communications plan is tailored to fit the organisation and meet its
specific needs in the context in which it is operating. Communications plans
should be customised to each organisation, each office and even each project.
Integrating communication security within broader organisational security
policies helps ensure a consistent approach across all operations.

The following considerations should inform the communications plan for any
project, office or organisation.

While localised plans may suffice for small organisations, larger entities with
multiple offices require comprehensive, compatible strategies to ensure
effective inter-office communication and cost efficiency. The goal is to maximise
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communication capabilities across the entire organisation. Scalability is crucial;
plans should be adaptable to accommodate future growth or contraction, and
evolve as the needs of the organisation change.

Budget considerations are crucial. Smaller organisations typically allocate a
larger percentage of their overall budget to communications (due to high costs
of technology and infrastructure), while larger organisations spend more per
staff member but a smaller percentage of the organisation’s overall budget.
Establishing a realistic budget, both in terms of spending per staff member and
percentage of the overall operating budget, is essential. Long-term scalability
potentially justifies higher initial investments in sustainable solutions.

A separate communications plan may be needed for each operational context.
A communications plan that works for an urban, office environment may not
be appropriate for a remote rural location, and a communications plan for an
urban, office environment in one country may not work in a similar environment
in another. Similarly,a communications plan designed for a stationary office may
not properly support a mobile team.

The cost and visibility of communications equipment, such as radios and satellite
phones, can make them attractive targets for theft or other criminal activities.
This risk should be considered as part of communications selection, alongside
security measures to mitigate them, such as secure storage, controlled access
and regular staff training on the safe use and handling of equipment.

Maximising the use of existing communications infrastructure can increase
the options and flexibility of a communications plan, while also minimising
cost. However, research must be conducted into the reliability of existing
infrastructure as anything outside of the direct control of the organisation can
be susceptible to interruption or failure.

e Mobile communications:
- identify mobile service providers in the area
- evaluate cell tower coverage

- determine if mobile-based communication devices should be part of the
plan and utilised.
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e Internet-based communications:

identify local internet service providers
assess data speed rates
evaluate costs associated with internet services.

e Radio communications:

check if an existing radio network is available
assess if the organisation needs to build its own infrastructure.

e Electrical infrastructure:

evaluate existing electrical systems

determine what voltage is available and whether it meets requirements
assess the need for back-up power supplies

consider if batteries are needed for portable or back-up power

if batteries are required, develop a plan for charging and maintaining them.

Communications can be monitored by governments, service providers and
other actors. Information security - being careful about who has access to what

info

rmation and how it is shared - is paramount. It is also an important element

in deciding what equipment to use and when.

Case example: Planning forinfrastructure disruption

In 2024, Starlink (a private satellite internet service provider)
announced it would stop internet services in Sudan, citing a lack of
authorisation to operate there. This decision alarmed humanitarian
organisations that depended on Starlink for communication

amid ongoing conflict and telecommunications outages. They
urged Starlink to reconsider, highlighting the service’s vital role in
coordinating aid and enabling communication for those in need.

Communications equipment is susceptible to failure in environments with
extreme temperatures. Both very hot and very cold conditions require
communications equipment designed to withstand extreme temperatures

ora

dditional cooling or heating mechanisms. In very humid environments,
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a dehumidifying system may be needed. In very rainy environments, extra
protection may be needed to protect from water intrusion. Where there is a
lot of dirt or dust, devices with fans and moving parts can malfunction if not
adequately cleaned and protected.

During emergencies, the volume of calls can surge as people check on loved ones
or seek help. This can lead to network congestion, making it difficult to connect
calls, whether on landlines or mobile networks. If telecommunications networks
are compromised, national emergency alerts may not be delivered effectively,
further complicating communication during an emergency.

Offices or teams with a smaller staff will generally need less communications
equipment than those with a larger staff. Other factors are also relevant. Will
staff only work from an office, or will they travel? What mode of transport will
they use and will they be travelling in large teams or individually? A small team
of five in which each team member travels to a different location daily will need
more resources than a team of 20 that only makes a weekly trip to a single
location as a group. However, if the team of five were to travel once a week to
a particular site, and could each travel to a new site on a different day, then the
travel communications resources could be shared, thereby reducing the overall
cost. This illustrates how office and staff structure, not simply staff numbers or
size, can determine communications needs.

The programme duration is a crucial factor in developing a communications plan.
It may not be advisable to invest heavily in fixed communications infrastructure
for short-term programming. If the organisation intends to occupy an office
location for years, the up-front costs of investing in a robust communications
plan make more sense.

It is important to identify what communication equipment is allowed by local
authorities. For example, satellite-based communication systems can require
special registration and can be banned in some jurisdictions. While humanitarian
organisations may be able to apply for an exemption, especially if working or
partnering with the UN, approval is not guaranteed and must be sought
before importing communication devices into the country. Knowing which
communication equipment is legal can prevent costly mistakes.
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Case example: Choosing theright equipment

It is also important to consider which communication equipment

is normally used in certain contexts and by whom. In 2023, a
humanitarian organisation operating in eastern Ukraine was
inadvertently targeted by the Russian military. An after-action review
revealed that the humanitarian organisation was mistaken for a
Ukrainian military target because it had a Starlink satellite dish on the
roof of its building. The only other Starlink systems in the area were
being operated by Ukrainian military units.

In many high-risk operational areas, telecommunications services may be
provided by the Emergency Telecommunications Cluster (ETC). The ETC
is a global network that collaborates with various organisations to deliver
shared communication services during humanitarian emergencies. This
includes offering voice communication options and other essential services
to humanitarian organisations, national authorities and affected communities,
particularly where existing communication infrastructure may be compromised
or unavailable. The local ETC working group, or the World Food Programme
(WFP) as the lead agency of the ETC, can provide information on what services
are available in the area of operations. Risks to ETC services are similar to
those of other telecommunications, including infrastructure and disruption
vulnerabilities. In some regions, there may be opportunities for organisations
to take part in the UN Radio System, or specific frequencies may have been
designated for NGOs.

The next step in creating a communications plan is to consider the people and
organisations that need to communicate with each other. Each of these groups
will likely require a separate communications plan, but not necessarily separate
communications equipment.

Internal communication is most straightforward as the organisation has complete
control over equipment, methods and policies. Internal communications are
also the easiest to fix when problems arise. Internal communications can be the
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most expensive, as the organisation must cover all costs related to equipment
purchases, maintenance and training.

When creating an internal communications plan, the organisation must first
consider who and which groups need to be in communication with each other.
If several individuals on a small team are travelling to an in-country location
separately, a communications plan can be developed to address how each
team member will communicate with the others. A second communications
plan might outline how that team communicates with other teams, while
a third might detail how those teams communicate with their head office. A
separate communications plan could map out how each individual or group
communicates with relevant internal stakeholders.

External communications encompass all interactions with individuals or groups
outside the organisation. This can include aid recipients, local community
representatives, partner organisations, government entities, funding agencies
and UN agencies. It is advisable for communications plans to be developed for
each entity. In some contexts, humanitarian organisations may be required
to adopt the communications plan or equipment being used by the external
entity. This is not always the case, but before developing a communications plan
identifying who the external stakeholders are and what systems they use can save
the organisation time and money in the long run.

> See Chapter 4.4 for more information on communications during a crisis.

An emergency communications plan needs to outline multiple methods for
individuals and teams to contact emergency services, both within the country
and within the organisation. Not all countries and contexts have standardised
national telephone numbers for emergency services — and provision should be
made in case telephone networks go down.

The organisation will usually need to adopt the communication methods,
plans and protocols outlined by emergency service providers, and so
understanding these protocols before developing an organisational emergency
communications plan is beneficial.

6 Technology



Humanitarian security risk management

6.1.3 Communications equipment

This section outlines the basic types of communications equipment that an
organisation might consider in its planning.

Operating at frequencies between 3 and 30 megahertz (MHz), high frequency
(HF) radios (e.g. portable, vehicle or base station equipment) are typically used
by amateur radio operators, military personnel and humanitarian organisations,
including the UN. Humanitarian organisations have come to rely on HF radios
less and less as mobile and satellite technologies have become more ubiquitous
and less expensive.

The main advantage of these radio systems is that they bounce communication
signals off the upper atmosphere, which allows for longer-range transmissions.
HF radios are thus capable of communicating with each other hundreds of
kilometres apart. The primary disadvantages of HF radio communications
are that atmospheric disturbances can disrupt the signal (e.g. weather and
sunlight). HF radio systems also generally require a high level of expertise to set
up, maintain and operate, which can entail investment in training (for example
in handling the equipment and using codified language: communications that
are unencrypted can be intercepted by anyone with a radio operating on the
same settings and frequency). These radios also typically require a large antenna,
which canincrease the vehicle’s visibility, potentially making it a target for hostile
actors, theft or mistaken identity as a military asset.

TableTl Security considerations forHF radio communications
equipment
Type Advantages Disadvantages/vulnerabilities
Vehicle e Powered by the vehicle e Signal quality can depend on the
radio (radio is on when the vehicle’s location
vehicle is on) e Requires a generally high
e Can communicate longer knowledge level to be able to
distances troubleshoot issues
e Accessible to everyonein | e Maintenance needs can be higher
the vehicle due to driving conditions
o High initial costs
e Must be working on both ends
for communication
e May require a licence to operate
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Type Advantages Disadvantages/vulnerabilities
Portable e Smaller than a vehicle e Requires a high level of
radio radio knowledge to set up and use
e Portable - not tied to properly
vehicle power e Requires batteries, which can
e Can be used with no run out
existing infrastructure e Equipment is heavy

e High initial cost

e Must be working on both ends
for communication

e May require a licence to operate

Radio base | e Uses existing power (wall | e Requires a very high level of
station outlet or generator) knowledge to set up and maintain
e Can communicate very e Must be working on both ends
long distances for any communication to go
e Accessible to everyone through
Not dependent on any e High initial cost
existing infrastructure e May require a licence to operate

other than power

Very high frequency (VHF) radios operate on the 30 to 300 MHz band, and ultra
high frequency (UHF) radios operate between 300 MHz and 3 gigahertz (GHZ).
These radios are used by a wide range of people, from the military, police and
other emergency services to hobbyists.

The main advantage of VHF and UHF radios is instant communication in a simple-
to-use package that is relatively cost-effective. The main disadvantage is that VHF
and UHF radios generally require line-of-sight, and so communication can be
difficult in urban areas with tall buildings, for example, or in mountainous regions
where the terrain obstructs the direct path between radios.

While the maximum distance of VHF and UHF radio communication varies by
manufacturer, power, antenna and other factors, portable VHF and UHF radios
must be within a few hundred metres to a few kilometres from each other or
they will not be able to communicate. UHF radios generally work better in urban
environments as the frequency band is better able to penetrate walls and other
objects than VHF radios. VHF radios are generally better suited for longer-range
outdoor communication. VHF and UHF radios are a poor choice for over-the-
horizon communication unless repeaters are used.
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Like HF radios, VHF and UHF radios operate on a point-to-point basis, meaning
that one radio directly communicates with another without needing an
intermediary to relay the transmission. However, repeaters can be used as
intermediaries, accepting the transmission from one radio and retransmitting
it to extend the signal’s range. Like HF radios, signals travel long distances and, if
unencrypted, are susceptible to interception by anyone with a radio operating on
the same settings and frequency. Also similar to HF radios, these systems require
expertise to set up, maintain and operate.

Table12

communications equipment

Security considerations forVHF and UHF radio

(radio is on when the
vehicle is on)

e Can communicate over
several kilometres

e Accessible to everyone in
the vehicle

Type Advantages Disadvantages/
vulnerabilities
Vehicle radio e Powered by the vehicle e A good signal will require the

vehicle to be within range of
the intended receiver

e Requires some knowledge to
set up (though not to use)

e Maintenance needs can
be higher due to driving
conditions

e Must be working on both
ends for communication

e May require a licence to
operate

Portable radio

e Smaller than a vehicle
radio

e Portable - not tied to
vehicle power

e Can be used with no
existing infrastructure

e Requires batteries, which can
run out

e Limited range (circa 8
kilometres or less, depending
on conditions) without a
repeater

e Must be working on both
ends for communication

e May require a licence to
operate

Radio base
station

e Uses existing power (wall
outlet or generator)

e Can communicate over
longer distances than
portable radios
Accessible to everyone
Not dependent on existing
infrastructure other than

e Requires a moderate level
of knowledge to set up and
maintain

e Must be working on both
ends for any communication
to go through

e May require a licence to
operate

power
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Type Advantages Disadvantages/
vulnerabilities
Repeater e Extends the e Can be expensive
communication range by | @ Must have power and a
rebroadcasting the radio building space to set up
transmission e May require many repeaters
e Requires power but to establish a large
no other existing communications network
infrastructure e Requires a moderate level
e Does not require anyone of knowledge to set up and
to operate it once set up maintain but not to operate
e May require a licence to
operate

Mobile devices require an existing mobile network that repeats the transmission
from one mobile device to another along the network or, depending on the
situation, through the internet. The main advantages of mobile devices are the
ubiquity of the equipment, relatively low cost, widespread existing infrastructure
and ease of use. The main disadvantages are reliance on existing infrastructure
(without mobile coverage devices cannot communicate) and the fact that
mobile companies act as intermediaries in the communications chain, allowing
them to intercept and potentially monitor communications. Many governments
have the power to either shut off mobile communication or heavily monitor
activity. Many also require mandatory SIM-card registration, which typically
involves providing personal details, including a valid ID, to activate the card.
Finally, while a lot of data and voice communication is encrypted, preventing the
majority of users from intercepting the communication and eavesdropping, it is
not always possible to keep communications secure from the mobile provider
or the government.
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Table13 Security considerations formobile communications
equipment
Type Advantages Disadvantages/vulnerabilities
Mobile e Equipment is low-cost and | @ Must have mobile network
phone universally used coverage and an active plan
(voice) Training needs are minimal | @ Can be subject to government
Lower mobile signal monitoring
strength is needed e Can be shut down by
for voice versus data governments at any time
communication e Can be disrupted by natural
hazards or other environmental
factors
e Higher risk of network
congestion during emergencies
Mobile e Equipment is low-costand | ¢ Must have mobile network
phone universally used coverage and an active plan
(data) e Training needs are minimal | ¢ Can be subject to government
Information flow and data monitoring
rate can be very high, e Can be shut down by
allowing large amounts of governments at any time
data to be communicated | e Can be disrupted by natural
in a short time hazards or other environmental
factors
Mobile e Equipment costs are low e Must have mobile network
hotspot e Multiple devices can coverage and an active plan
communicate through one | e Can be subject to government
hotspot monitoring
e Some hotspots can use e Can be shut down by
multiple mobile networks, governments at any time
allowing for greater e Can be disrupted by natural
coverage hazards or other environmental
factors
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Type Advantages Disadvantages/vulnerabilities
Smart e The device itself connects | ¢ Must have mobile network
device directly to the mobile coverage and an active plan

network without the need
for another device as an
intermediary

e Devices can range in size
(from very small to very
large)

e Devices can come with
existing equipment (smart
display installed in a
vehicle, for example)

Can be subject to government
monitoring

Can be shut down by
governments at any time

Can be disrupted by natural
hazards or other environmental
factors

Communication options are
almost always limited to the
device’s installed software

options

Hardline devices connect to each other through an existing network of cables
(underground, above ground, undersea). The major advantage of hardline
devices is that they can generally communicate large amounts of voice or data
reliably and at speed. They can also be more reliable than mobile devices because
the hardline connection needs to be broken for service to be interrupted, while
mobile devices rely on the signal strength from a remote connection to a cellular
tower. A weakness of hardline connections is that the connections themselves
cannot be moved and are therefore not portable. Further, the existing
infrastructure of hard-line connections is not as ubiquitous as cellular towers,

and disruption can take longer to repair.

Table14 Security considerations forhard-line communications
equipment
Type Advantages Disadvantages/vulnerabilities
Landline e Harder to intercept than e Completely unencrypted
phone mobile phone voice calls e Diminishing availability

Easy to use

e Traditional landline phones,
particularly analogue
models, do not require an
external power source to
operate

Can be shut down by
governments at any time
e Can be disrupted by
natural hazards or other
environmental factors
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rates

Most reliable connection
Can be expensive

Less prone to outages or
slowdowns

Can use wifi routers so
multiple devices can
communicate on one line

Type Advantages Disadvantages/vulnerabilities
Dial-up e Provides internet access e Only available in some more
remote locations
Relies on existing phone lines
Very slow data rate
Can be disrupted by
natural hazards or other
environmental factors
Digital e Faster than dial-up Relies on existing phone lines
subscriber e Low cost Can be subject to government
line (DSL) e Widely available monitoring
e Can use wifi routers so e Can be shut down by
multiple devices can governments at any time
communicate on one line | @ Can be disrupted by
natural hazards or other
environmental factors
Cable e \Very fast data transfer e Relies on existing cable lines
rates (originally run for cable
More reliable than DSL television)
Connection can slow e Can be subject to government
during peak usage times monitoring
e Can use wifi routers so e Can be shut down by
multiple devices can governments at any time
communicate on one line | @ Can be disrupted by
natural hazards or other
environmental factors
Fibre e \Very fast data transfer e Relies on fibre optic lines

e Can be subject to government
monitoring

e Can be shut down by
governments at any time

e Can be disrupted by
natural hazards or other
environmental factors

Satellite communication devices communicate via a network of satellites (ora
satellite constellation) rather than cellular towers. The advantage to this is that
one satellite can provide coverage to a much larger ground area than a cellular
tower. Satellite communication devices are also more difficult to disrupt and
governments generally do not have the ability to shut off services as they can
with mobile devices or other terrestrial networks.
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The two main disadvantages to satellite devices are that the antenna of the
device must have a direct line-of-sight to the open sky (so they cannot be
used from inside a building unless an antenna is placed outside) and devices
and services are more expensive than with mobile communications. It is also
important to recognise that they are not entirely immune to government
control or other forms of interference (including targeted disruption). Some
governments prohibit satellite communication devices altogether, some place
restrictions on certain carriers and others require all satellite devices to be
registered. Finally, a major risk of satellite communications is the dependence on
satellite service providers, which may choose to abruptly end services. While this
is a challenge for all communication services, it is more pronounced in satellite
communications due to the limited number of operators.

Table15 Security considerations for satellite communications
equipment

Type Advantages Disadvantages/vulnerabilities
Satellite e Almost universal coverage | e Some providers have better
phone e Can call any phone coverage than others

e Service can be expensive

e Phone must have a direct line of
sight to the sky

e Can beillegal in some
jurisdictions, or require a
licencefauthorisation

Satellite e Almost universal coverage | ¢ Some providers have better
push-to- e The signal can be more coverage than others
talk device reliable than with a satellite | @ Service can be expensive
phone e Device must have a direct line of
e Can talk with multiple sight to the sky
people at once (like aradio | e Can be illegal in some
system) jurisdictions or require a licence/

authorisation
e Takes a moderate level of

knowledge to set up
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Type Advantages Disadvantages/vulnerabilities
Emergency Almost universal coverage | © Some providers have better
locator/ Signal can be more reliable coverage than others
beacon than with a satellite phone Device must have a direct line of
or push-to-talk device sight to the sky
Can be fully encrypted Can be illegal in some
Microburst transmission jurisdictions or require a licence/
does not require an authorisation
ongoing, active signal Generally limited to small data
amounts (text messages, small
files, a single picture) or just
location information
Messages can be slow to send
or receive
Satellite Rapidly expanding Some providers have better
internet coverage coverage than others
Full internet access Service can be expensive
Can connect multiple Device must have a direct line of
devices to one connection sight to the sky
e Canbeillegal in some
jurisdictions, or require a
licencefauthorisation
e Can take a moderate level of
knowledge to set up
6.1.4 Choosing equipmentandcreatingaplan

Once a basic understanding of the types of communications equipment and the
organisation’s communications needs are identified, it is time to start building a
communications plan.

Security staff are often asked which communication methods and equipment
are the most secure. The answer depends on location, circumstances and
timing, as technology changes quickly. Good practice recommends thorough
risk assessments to select communication tools that suit the operational needs
and context, alongside redundancy to safeguard against communication failures.

Organisations can also consider encryption options when selecting
communications equipment. Encryption can be used on most communications
equipment, including radio systems, hardline devices and satellite
communications. Encryption can significantly enhance the security of
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communications but will require compatible equipment or software. The use of
encrypted communications may be subject to regulations.

It is advisable for organisations using encryption protocols to regularly update
and audit these to address new threats and vulnerabilities. Adopting a layered
security approach, combining encryption with other measures like access
controls and secure user authentication, provides a more robust defence
against potential security breaches. It may be appropriate to use codes when
communicating sensitive information. This is discussed briefly in the sections
below.

Creatingacommunications plan: introducing required redundancy
Communication plans should incorporate redundancy, meaning they should
ensure that communication remains functional even if one component fails.
A Primary, Alternate, Contingency, and Emergency (PACE) plan is designed to
maximise communication redundancy and thereby reduce risk. The PACE plan
outlines the sequence in which different communication methods are to be
used. For instance, mobile phones might be designated as the primary method of
communication. If this method fails, the team then switches to the alternate (e.g.
VHF radio), followed by the contingency method (e.g. satellite communication)
if that also fails.

There are two key principles with a PACE plan. First, PACE refers to types of
communication, not the devices themselves. For example, two devices that both
rely on mobile networks cannot serve as the Primary and Alternate methods
in a PACE plan because a disruption to the mobile network would render both
inoperable. The only exception is radio communication since radio systems do
not rely on an intermediary: two complete VHF or HF radio systems can serve
as separate communication methods within a PACE plan. However, each system
must be entirely independent. If there is a single point of failure, such as a shared
radio base station at an office location, then these do not count as separate
systems.

The second principle is that a PACE plan is sequentially applied - each step
is only used if the previous method fails, ensuring a structured and reliable
communication process. For example, if the primary method of communication
is a mobile phone, it should be the first choice in any situation. An emergency
does not automatically necessitate switching to the ‘Emergency’ option of the
PACE plan. The team only moves to the Alternate method when the Primary
fails, and similarly only moves to the Contingency method when the Alternate
fails, and so on.
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Below are some examples of PACE plans. Note that each section of the PACE
plan has a different type of communication, even if multiple devices are used to
communicate within that type.

Table 16 Example PACE plan(primary office location)
P/A/ Type Device Primary use(s)
C/E
P Hardline | e Cable internet via e Data communication
commercial provider e Internet access
to whole-building wifi e \oice communication
coverage
A Mobile e Mobile back-up to cable | e Voice communication
internet connection e Data communication
e Mobile phone e Internet access
e Mobile hotspot
C Satellite | e Back-up satellite e Data communication
internet connectionto | e Internet access
select wifi points and
select staff
E VHF e Radio base station e Emergency voice
radio communication
Table 17 Example PACE plan(remote but fixed site)
P/A/ Type Device Primary use(s)
C/E
P Satellite e Satellite internet e Data communication
connection to whole- | @ Internet access
building wifi Voice communication
e Satellite phone
A HF radio Radio base station e Voice communication
Vehicle radios
C VHF radio | e Radio base station e \oice communication
e Portable radios
E Mobile e Mobile phone e Emergency voice
communication that
requires a 20-minute drive
to an area with mobile
coverage
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Table18 Example PACE plan(mobile team)

P/A/ Type Device Primary use(s)

C/E

P Mobile e Mobile phone e Voice communication
e Mobile hotspot e Data communication

Internet access
A VHF radio e Vehicle radios e Voice communication
Portable radios

@ Satellite o Satellite phone e Voice communication
e Emergency locator e Emergency notification

E None e N/A e N/A

A PACE plan reduces risk but can never eliminate it. There are situations and
locations where it can be impractical or impossible to have four separate types
of communication in a PACE plan (see Table 18 with the last example PACE plan).
Where this occurs, risk can be further reduced by increasing the devices within
a particular communication type as this provides as much back-up as possible to
asingle point of failure.

Anote onapp-based communications

It is increasingly common to use third-party apps to send text
messages and make voice or video calls. These app-based
communications tools are widespread and easy to use. However,
apps cannot fill a separate space in a PACE plan because they are
dependent on the hardware on which they are installed. Thus, a
mobile phone will only occupy one space on the PACE plan even

if it has three different communication apps installed. For further
discussion on app-based communications, see Chapter 6.2 - Security
in a digital world.
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After a PACE plan has been developed, a training plan can be created to ensure
that all staff members understand when to use which forms of communication,
and that they are proficient in the use of each device. The training plan will
usually depend on the types of communication and the devices used. While
very few staff members will likely need to be trained on how to use a mobile
phone, most staff will require instruction on how to use certain software or
other applications on the phone. In contrast, very few (if any) staff members will
likely be immediately proficient in setting up and running an HF radio system. It
is good practice to ensure that all staff are trained to use and regularly practice
using all forms of communication in the PACE plan.

Issues to consider in developing training include identifying who is going to
conduct the training; what budget (time and money) is required for staff
to become proficient in the use of all of the equipment; and what level of
technological knowledge is required for which users. Some communications
equipment is so complicated that it may require one or several full-time staff to
set up and maintain.

Initial training on communications equipment can be part of the onboarding
process, followed by regular refresher training. Spot training can help identify
weaknesses and get staff used to implementing the PACE plan. For example, a
security staff member at one international organisation would turn off the wifi
when visiting a country office to test how the staff responded.

It is also helpful to ensure that staff are trained in secure communication
practices, including recognising threats and properly handling sensitive
information. Regular practice opportunities allow staff to refresh their skills,
including how to turn on the equipment, use it, maintain or troubleshoot basic
problems and ensure the equipment is charged and stored properly.

All communications equipment is subject to failure over time and will, at some
point, need to be replaced. This is an important consideration when developing
a communications plan. Manufacturers should be able to provide an estimated
replacement timeframe (that is, the expected period of time a particular device
will need to be replaced). Organisations should try to plan for the replacement
of all devices in order to estimate long-term budget needs and pre-empt
communication disruptions.
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In addition to the equipment itself, common maintenance items that need to be
budgeted for include replacement batteries, battery chargers, antennas or other
peripheral items, phone cases or screen protectors, and any other accessories
necessary for the safe operation of the equipment.

Case example: Theimportance of maintenance

For cost reasons one organisation decided not to use satellite as its
primary means of communication, opting instead to reserve it as
back-up for emergencies. An audit of its satellite phone infrastructure
found that approximately 40% of the batteries were dead, and 40% of
the phones needed a software upgrade.

All communications equipment, regardless of its place in the PACE plan,
should be regularly tested. Tests should be conducted at least once a week
on communications equipment that is not regularly used, and daily on
communications equipment that is used daily. In addition to routine testing,
devices should ideally be tested before any planned travel and before staff arrive
at a new location. For example, if a team is going out on a site visit, every device
on the PACE plan can be tested to ensure it is working before the team leaves and
retested on arrival. This does not need to be overly burdensome, but a simple
text message or test call to ensure connectivity is advisable. In addition to the
equipment itself, it is advisable that batteries and other peripheral equipment
are also regularly tested.

Communications equipment comes with different operating parameters and
protection needs. Any electronic equipment that is plugged into an electrical
socket needs to have protection against power outages and voltage or amperage
surges. Ina hot environment equipment will usually need to have a mechanism to
keep devices cool, while devices operating in a very cold environment may have
to be kept warm. One of the greatest challenges for communications equipment
in vehicles is to keep the devices clean and free of dust. Protection requirements
should be budgeted and planned for.

» For more information on precautions against theft, see Chapter 7.2 - Site
security.
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» For more information on precautions against communication interception or
digital intrusion, see Chapter 6.2 - Security in a digital world.

6.1.5 Goodpracticeincommunicationmethods

The key principles of operational discipline in communications are clarity, brevity,
timeliness and relevance. It is imperative that staff are aware of and trained on
the risks of communicating certain types of information, especially when using
unencrypted methods.

Clarity and brevity in radio communications are achieved through the use of
procedure words (or ‘prowords’) and communication signals (such as ‘over’ or
‘say again’). Clarity is enhanced when:

e messages are prepared in advance;
e messages are presented point by point;
e users stop talking when they have nothing to add;

>

e users speakin short sentences, in plain language and standard ‘broadcasting
language, rather than local dialects; and

e users do not speak too quickly, especially when the recipient needs to write
the message down, and they speak in a normal tone of voice (shouting can
impair the quality of reception).

There is an internationally agreed radio protocol for emergencies (with many
local variations). The caller seeks clearance on the channel by repeating three
times ‘MAYDAY MAYDAY MAYDAY’ or ‘PAN PAN PAN’, usually followed by
‘ALL STATIONS’. There is an absolute obligation to accept emergency calls
and to interrupt ongoing conversations. A security message that does not
indicate a threat to life or property (e.g. notice of civil disturbances in a town
that, therefore, needs to be avoided) can be initiated by repeating ‘SECURITY,
SECURITY, SECURITY".

Emergency communication procedures should be established early and
routinely practised by all staff members. The box below provides guidance on
the essential information to be communicated in an emergency - regardless
of the mechanism of communication. Practising this sequence can help reduce
errors in the event of an emergency.
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How to communicate inan emergency

State the information in the format and sequence below:
1. Whoyouare.
2. Your organisation.

3. Your location (e.g. GPS location, or nearest major routes or
towns).

4. Type of emergency (e.g. mine accident, under fire or medical
evacuation).

Number of people injured.

Current negative activity - is it safe for a rescue now?
Past negative activity.

Next time of communication.

© ® N oW

How to contact the caller (e.g. phone number or radio
frequency).

10. Other information.

» For more guidance on reporting incidents, see Chapter 4.4.

It is also important that staff members regularly confirm all emergency contacts
and procedures so that everyone is able to contact the appropriate personnel
in the event of an emergency. This can be done through monthly check-in calls,
for example.

During times of crisis, decision-makers can be bombarded with so much
information that it is impossible to differentiate fact from rumour. To be
effective, it is important to minimise communications to only those matters of
direct importance. Again, this can be achieved through training and discipline.

When communicating sensitive information, staff should consider the following
factors:
e Assess the need for communication. Before sharing sensitive information,

evaluate whether it is necessary to disclose the information and whom it
should be shared with. Ensure that sharing is justified and appropriate.
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e Verify recipient authorisation. Confirm that all recipients are authorised to
receive the information. This helps prevent unauthorised access and ensures
compliance with privacy regulations.

e Limit information sharing. Share only the minimum necessary information
required for the purpose of the communication. Avoid providing extraneous
details that could increase the risk of exposure. All those with access to the
information should understand and respect confidentiality.

e Choose appropriate communication channels. Select the most secure and
appropriate method of communication. For sensitive information, consider
private face-to-face meetings or secure messaging platforms instead of
unencrypted communications equipment or public forums.

e Document communications carefully. Keep accurate records of
communications involving sensitive information, noting who was informed
and what was discussed. This can help in maintaining accountability and
transparency.

e Manage consent. If the information relates to a particular individual or
their circumstances, it is good practice to obtain their consent to share their
personal information and be transparent about who may have access to the
information and for what purposes.

Staff can be made aware that, even under the best circumstances,
communications can be accessed, and they must be mindful of what is being
communicated. In high-risk settings, it is sensible to encourage staff to express
themselves in a moderate, factual and non-partisan way - and where staff might
be targeted, encoding certain information that could give away staff positions
or movements, for example using code words to designate offices, people,
routes and route points, vehicles and types of cargo. This is popular but seldom
well managed and, therefore, not very effective. It requires careful briefing and
agreements in advance. Ideally, the code words or phrases are known by heart
(rather than written down in a codebook) and changed regularly. For politically
sensitive events, metaphorical expressions can allow for plausible denial. A code
that is broken can constitute a major vulnerability. Too many code words may
confuse staff.
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Furtherinformation

Guidance andresources
Davis, J. et al. (2020) ‘Module 9, Communications and information security’
in Security to go: a risk management toolkit for humanitarian aid agencies, 4th

edition. GISF (https://gisf.ngo/resource/security-to-go/).

EISF (2010) The information management challenge: a briefing on information
security for humanitarian non-governmental organisations in the field
(https://gisf.ngo/resource/the-information-management-challenge/).

Emergency Telecommunications Cluster (n.d.) Services & activities
(www.etcluster.org/services-activities).

GISF (n.d.) Communications technology hub (https;//gisf.ngo/communications-
technology-and-humanitarian-delivery)).

WFP (n.d.) Emergency Telecommunications Cluster (www.wfp.org/emergency-
telecommunications-cluster).
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