Part 4 Operational elements: processes and tools

4.3 Security plans and arrangements

Once an organisation has identified and evaluated the risks, it can make plans to
manage them. A security plan is where these risks are documented along with
their corresponding mitigation measures. This chapter identifies good practice in
creating security plans, with a focus on two major elements: standard operating
procedures or SOPs (how the organisation will mitigate the threats identified in
the risk assessment); and contingency arrangements (how the organisation will
respond to disruptive and potentially high-risk events and situations).

4.3.1 Securityplans

The security plan serves as the foundation of security risk management at the
programme implementation level. Depending on the context and the risks, a
security plan may apply to an entire country, a specific geographic location or
even, occasionally, an individual project.

Inclusivity in the planning process - involving a diverse group of staff with
different roles, backgrounds and personal profiles - is preferable to individual
planning, as it brings to bear collective knowledge and experience and promotes
broad ownership of the final product. Good practice in planning also includes
following up with periodic reviews to adapt the plan as the environment changes.

Components of a security plan

Security plans differ across organisations, reflecting specific organisational
needs and policies and the context. The major components of a security plan
can include the following (adapted from the EISF (now GISF) Security risk
management: A basic guide for smaller NGOs):¢*

1. Critical information summary. A one-page cover summary of key details for
quick reference, including emergency numbers and important procedures or
rules, such as curfew or check-in times.

2. Overview. The purpose and scope of the plan, the responsible party, a
statement of the organisation’s mission and security policy (including risk
appetite and threshold), and dates of the plan’s creation, last review and
next review.

65 Bickley, S. (2017) Security risk management: a basic guide for smaller NGOs. EISF (https://gisf.ngo/
resource/security-risk-management-a-basic-guide-for-smaller-ngos).
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o.

. Current context and risk assessment. A synopsis of the operating

environment in a defined timeframe, including conflict dynamics, if relevant,
and the identified threats, risks and risk ratings.

. Security levels. Phases based on risk indicators and required actions.
. Roles and responsibilities. The names of people and positions with

responsibilities for security risk management.

. SOPs. Clear and concise security procedures for prevention and response

based on assessed risks and covering key areas like cash handling,
communications, site security, health and safety, information security,
personal conduct, travel security and vehicle safety.

. Health and safety measures. Specific SOPs and other measures to protect

staff from health threats, accidents and stress.

. Human resources. Summaries of policies for recruitment, background

checks, contracts, confidentiality, inductions and role risk assessments.
Security briefings. A list of the topics covered and information provided to
new staff/visitors and training requirements/expectations.

10. Incident reporting. Definitions, procedures, responsibilities, reporting

structure and format.

11. Crisis management and contingency plans. Crisis management structure,

plans, teams and activation rules for crises and critical incidents, as well as
contingency plans for relocation, hibernation, evacuation, disasters and
medical emergencies, for example.

12. Annexes. Supporting documents and templates, including maps of the

operating environment, contact lists, checklists and forms.

There are a number of issues to bear in mind with regard to security plans:

Sharing plans in appropriate accessible formats and clearly explaining them to
staff will help ensure their successful implementation.

Staff who understand the reasoning behind procedures are more likely to
follow them - collectively developing the plan with a diverse range of staff
increases the likelihood of adherence.

It is good practice to review plans as conditions change and events occur,
regardless of when the next review is scheduled.

Some aspects of the plan may require specialised knowledge or skills to
implement.

Effective security risk management depends on practice, through simulations
and training.
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Reviewing and updating security plans

Even in a stable and secure environment, security plans should be reviewed
annually. In higher-risk environments, more frequent reviews are recommended
to ensure that the plan reflects prevailing risks, and that the information is up to
date. Example triggers for review may include:

e When there are significant changes in the external context, especially as a
result of the actions of any major actors in the location.

e When there are significant changes within the organisation, such as
operational approach, staff or relationships with key actors.

e When the organisation, or another organisation in or near the same
operational area, experiences a security incident.

The following sections discuss two of the main elements of a security plan:
standard operating procedures and contingency plans. Other sections of a
security plan, such as risk assessments and crisis management, are covered in
more detail in other chapters of this Good Practice Review.

» For more on risk assessments see Chapter 4.1.
» For more on incident response and crisis management see Chapter 4.4.
4.3.2 Standardoperating procedures

SOPs provide detailed directions on how to carry out the specific tasks or
processes needed to implement the security plan - essentially, the operating
instructions for mitigating each of the assessed risks.

Good practice would call for separate SOPs, ideally written in clear and simple
language, to cover all areas of daily operations where risks have been identified.
SOPs can cover a wide range of activities, from daily routines to emergency
response procedures, and be tailored to address the specific risks and challenges
present in the operating environment. For example, in areas where road travel
entails security risk, an organisation will usually establish SOPs around assessing
security for planned routes, travel authorisations, vehicle safety checks, check-
ins at regular intervals, speed limits and behaviour at checkpoints.
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SOPs should ideally be written in clear and concise language, avoiding technical
jargon, acronyms and abbreviations. Key elements of an SOP include the
following:

o Title/header - clearly stating the name of the procedure and including
document number and version.

e Purpose - a brief explanation of the intent and objectives of the SOP.

e Scope - defining what the SOP covers and to whom it applies.

e Responsibilities - outlining the roles and responsibilities of individuals
involved in carrying out the procedure.

e Definitions - clarifying terms or references that may be unfamiliar.

e Procedure - step-by-step instructions for staff performing the task or
process (the principal substance of the SOP).

¢ Quality control - specifying any quality checks or inspections required.

e Approvalfauthorship signature(s).

e Revision history - a record of changes made to the SOP over time.

e Appendices - any supplementary materials, forms or checklists.

Having well-developed SOPs will help ensure consistency and reduce human
error. When an organisation defines something as an SOP, it is typically
understood to be a requirement as opposed to a guideline or advice. Because
these terms are sometimes confused or used interchangeably, it is useful for the
organisation to make clear to staff the level of compliance expected. At the same
time, however, ‘standard’ means ‘at most times in most cases’, not that it should
necessarily override professional judgement or critical thinking in exceptional
circumstances. Ideally, staff will assess the situation and be able to deviate
from SOPs when necessary for security or critical objectives, documenting and
justifying any such departures.

» For information that could be useful to guide the development of specific
SOPs, see Part 7, which covers specific organisational activities and associated
risks, as well as particular types of threats.

4.3.3 Contingency and continuity plans

Contingency plans support an organisation in managing anticipated high-risk
events and situations where normal operations are disrupted or become

untenable.
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Key questions to guide the development of contingency plans include:

e What could happen?

e Who could be affected?

e What is needed to respond?

e \Who needs to be informed?

e \Who makes what decisions?

e What can be done to be better prepared?

Contingency plans and crisis management plans are related but distinct concepts
in organisational preparedness. Crises require an organisational response
beyond normal management structures. Not all contingencies qualify as crises;
for example, certain disruptions, like hibernation, may be handled within normal
operational frameworks without the need for crisis management. Contingency
planning involves preparing for potential disruptions, and effective handling of
these disruptions can require crisis management.

» For more information on crisis management, see Chapter 4.4.

In security risk management, contingency plans typically focus on situations
where insecurity has risen suddenly or dramatically, necessitating decisions on
whether and how to continue programming. In such cases, an organisation may
be faced with the options of hibernation, relocation or evacuation (in the case of
international organisations) and may approach these as progressive, escalating
phases as security conditions worsen. Contingency planning may include specific
triggers for each phase, or it may be a case-by-case process. Good practice would
recommend setting out objective criteria to steer the decision, to circumvent
the natural inclination to delay hard decisions.

Hibernation is often the first measure taken when circumstances indicate
heightened insecurity. If the situation escalates, it may be advisable to relocate
staff to a safer location. In extreme circumstances, international organisations
may decide to withdraw some or all of their staff (usually foreign nationals) from
the country, while supporting those staff members who are not evacuated.
National organisations will usually be unable to evacuate their staff, and will have
to rely on remote working, relocating to safer areas or suspending operations
until it is safe to resume. A risk assessment should be conducted before returning
to the location and resuming activities.
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Hibernation involves stopping staff movement and programmes in a particular
location by asking staff to stay at home or to shelter in an office or other
organisational building. This may be because leaving the area is impossible or
too dangerous, or because the situation is expected to improve in the near
future. Hibernation can be a good option when staying put is safer than moving,
or during temporary periods of heightened risk, such as around elections.
Internet connectivity has introduced the possibility of some staff working
from home, which has broadened the traditional definition of hibernation. The
Covid-19 pandemic showed the viability of remote working for extended periods
for staff with roles that do not require in-person presence. In Afghanistan,
after the Taliban returned to power in 2021 and banned Afghan women from
working for aid organisations, tacit ‘work from home’ arrangements allowed
some organisations to continue many staff members’ employment while they
attempted to negotiate waivers or push back against the ban.

It is beneficial for organisations to identify a retreat or hibernation facility (and, if
possible, more than one), and equip them with the following items for potential
long stays:

e food, water, first aid kits and essential medicine;

o facilities for sleeping, washing and using the toilet and air circulation;
e lighting, power sources and chargers;

e fueland equipment for cooking;

e communications equipment;

e books, games, videos or other entertainment items; and

e exercise equipment and workout and recreational space.

If bombing or shelling is a risk, organisations may need to set up safe rooms or
bunkers, or identify nearby shelters.

» For more details on saferooms and shelters, see Chapter 7.10 - Combat-

related threats and remnants of war and Chapter 7.2 - Site security.

Evacuation or relocation refer to the physical withdrawal of staff (and,
where possible and provided for, their families) and assets from an insecure
environment. Evacuation usually refers to movement across an international
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border, while relocation refers to movement within a country. This can be
precipitated by conflict or extreme hazard events, but it can also be forced, in the
case of expulsion by the government. In some circumstances it may be prudent
to plan a temporary, preventive withdrawal, for example removing staff from
certain locations in the run-up to possibly explosive political events.

It is important to be aware of four common but often misleading assumptions
regarding evacuation and relocation:

e The deterioration will be gradual - bear in mind that events can overtake
plans. Phased planning through security levels, although useful, can create
expectations of a linear progression, when this may not always be the case.

e Evacuation and relocation will go exactly according to plan - staff often
do not refer to the plan in a sudden and acute crisis, important elements may
have been overlooked and not planned for, some staff may decline to leave,
and external factors may supersede earlier plans and force outcomes.

e Leaving will be possible - in many situations evacuation routes may blocked,
the logistical capacity for evacuation may be insufficient, or it may simply be
too dangerous to leave and staff will have to stay in place and weather the
crisis.

e Return will be possible - evacuated and relocated staff may not be able to
return quickly and the organisation may find itself withdrawn from the context
or doing remote programme management for weeks, months or even years.

Relocation - and especially evacuation - is a difficult decision from both a moral
and operational point of view. Leaving will in almost every case mean worse
outcomes for the population being served, and staying may provide a measure
of protection to an endangered population, or at least a witnessing presence.

The decision may also be influenced by donor pressure or fear of defunding in
the future, staff disagreements over the severity of the risk, family connections
in the area, and concerns about losing acceptance and trust among the local
community.

The contingency plan will need to be clear regarding who has the authority to
make decisions about hibernation, relocation and evacuation, and what to do if
there are divergent opinions.
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In moments of serious crisis, relocations (and especially evacuations) usually
require interagency collaboration. This may be complicated by differing
appreciations of the risk. The fact that some organisations leave while others
do not may increase the vulnerability of those remaining behind. There may no
longer be a critical mass of organisations present, which may encourage looting,
theft and attack. Furthermore, it is not plausible or practical for an organisation
to rely on an external entity such as the UN or a foreign government for
evacuation or relocation support. It is advisable for organisations to be prepared
to handle these types of situation independently.

Organisational policy regarding relocation and evacuation needs to be
documented and communicated clearly to staff and partners in advance, as part
of duty of care. If staff expectations differ from policy, the consequences for
individual staff members, and general morale, could be devastating. As far as
possible, the rights and responsibilities of employers and employees in the case
of evacuations and relocations should be established in employment contracts
or in the security policy, including what provisions the organisation will make for
family members residing in the country. Guidance can stipulate, for example,
that in times of heightened security risk, staff not engaged in programme-critical
activities will be relocated or evacuated from the area.

For staff who are nationals of the country, it should be made clear what their and
their dependants’ entitlements are in relation to relocation (within the country)
and evacuation (internationally). If discussed during the contingency planning
process, these staff members can weigh their options in advance to optimise
their own security and that of their dependants. It is unlikely that international
organisations would be able to evacuate large numbers of national staff across
international borders, but for staff members who face especially heightened
risks, the organisation arguably has an ethical responsibility to help, for instance
with international legal instruments and national procedures for asylum. Support
for staff who remain might include providing a few months’ advance salary,
mobile phones, prepaid calling cards, access to the organisation’s buildings for
themselves and their family or letters of employment or reference.

In some circumstances, it may be appropriate for just part of a team to withdraw.
Pre-emptively relocating some staff in times of rising tension, or as part of
the procedure associated with a specific security phase, can lower overall
vulnerability by reducing the number of people at risk, and making a potential
future emergency relocation or evacuation more manageable.
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Staff who might usefully be relocated in these scenarios can include any roles
not vital to the continuation of the programme. Organisations can also consider
withdrawing staff who face particularly high risk, regardless of whether they
are in programme-critical roles. For example, certain nationalities or ethnic or
religious groups may be a potential target.

Anindividual staff member may find it psychologically difficult to deal with rising
insecurity or may perceive themselves to be at high risk. Because unmanageable
levels of stress can lead to poor decision-making, it is advisable to withdraw the
individual even if they are in a key operational role.

When international organisations evacuate staff who are foreign nationals and
pause programming, local organisations may face increased challenges, risks and
responsibilities. The following are some considerations to keep in mind.

e Increased security risks. Suspensions, evacuations or relocations by
international organisations can change local dynamics and potentially
expose local organisations to greater threats, making it advisable for those
organisations to reassess their risks and mitigation strategies at these times.

e Operational continuity. Local organisations may need to quickly adapt to fill
gaps left by departing international counterparts. This could involve taking on
additional programme responsibilities or leadership roles to maintain critical
services.

e Resource constraints. The evacuation of foreign nationals can often
coincide with a reduction in funding and material support. Local organisations
may need to proactively communicate with donors about continued financial
needs and explore alternative funding sources.

e Partnership opportunities. Conversely, as international organisations may
be unable to continue running programmes with limited staffing, they may
turn to local organisations to continue projects. These organisations will want
to weigh these new opportunities against their potential risks, such as more/
different security threats and compliance demands, as well as the extra strain
on staff capacity in already heightened threat environments.

e Staff care and support. Staff may experience increased fear, stress and
anxiety following the evacuation and relocation of other organisations.
Organisations can help with their staff members’ wellbeing by providing
psychosocial support, clear communication and flexible work arrangements
where possible.
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Preparing for agovernment expulsion - a special case

In the case of government expulsion, many of the preparations
will be similar to an evacuation in response to insecurity. However,
organisations may additionally want to consider the following:

It is good practice for organisations to regularly review evacuation and relocation
plans with staff, especially if it is becoming increasingly likely that a withdrawal will
be necessary. This can be done through simulation exercises or a team meeting

Will the organisation try to appeal against the decision and, if
so, through what means (judicial, direct discussions with the
authorities, advocacy or lobbying as part of a consortium, media
campaigns, discussions with donors or embassies)?

What steps have been taken to protect potentially sensitive,
confidential or personal information from being inadvertently
disclosed?

Is the expulsion going to put staff remaining in the country at
specific risk?

Can steps be taken to prevent staff (especially remaining staff)
from being harassed or threatened by government authorities?
Will remaining staff be paid salaries or severance pay, and for
how long? (This may be required by the government.)

Can the risk that assets will be permanently seized be minimised?
What role might any government donors or other actors (such as
the UN) be able to play in overturning the decision or appealing
to the national authorities for more lenient treatment?

What will the media reaction be (locally and internationally) and
how will it be dealt with?

to review policies, procedures and plans.

When planning an evacuation or relocation route, organisations can consider

the following:

e Which routes and means of transport are most feasible under different
scenarios? Detailed route planning in advance, including alternative routes,

is recommended.
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e Whichis more likely to reduce risk: moving in high profile with logos and other
identifiable markings, or low profile with all of these removed?

e How much transport is available and for how many people? What kind of
assets or personal effects can be taken?

e What is the most appropriate mode of transport and is it suitable for all staff?
For example, staff with mobility issues may not be able to walk long distances.

e |Is there safe accommodation or camping along the way if routes become
insecure?

e Will communications work at all points of the route, and at which points
should staff check in with colleagues?

e Who will provide transport? If not the organisation itself, it is important
to understand the capacity, procedural requirements and limits of the
transporting entity’s responsibility and liability.

e Will the relocation or evacuation be done in collaboration with other
organisations? While it can be safer to travel in a vehicle convoy with other
organisations, it can also mean less control over how the departure is carried
out. It can be useful for organisations to discuss beforehand how these issues
will be handled.

Plans should aim to identify sites to use as assembly points, where staff should
gather before departure. Assembly points should be accessible, secure, large
enough to accommodate a large number of people and several vehicles, and
have reliable communications and emergency stocks.

Accurate and regularly updated information on how many staff (and dependants)
qualify for international evacuation should be on hand. In general, it is helpful to
have key information for all staff who may be departing, including any special
requirements such as medical needs, or if any staff will be travelling with young
children. Departing individuals will need to be prepared with relevant personal
documentation to facilitate travel. Having essential organisational documents
stored electronically (especially in the cloud) can help ensure against loss and
facilitate access by staff located outside the zone of relocation/evacuation.

» For more on protecting sensitive information, see Chapter 6.1.

When developing contingency plans for an office closure due to an
emergency, organisations may wish to consider both asset management and
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legal compliance. It is advisable to identify assets that may need securing or
transferring, ensuring disposals align with donor, organisational and local
government requirements. Legal obligations with landlords, suppliers and
authorities should also be anticipated, to avoid delays or disputes. Security
risks associated with asset transfers to partners or local communities should
be assessed. Contingency plans may also include securing key assets such as
vehicles and communications equipment, which might be relocated or disabled
to prevent misuse. Staff may want to destroy sensitive information prior to
departure.s¢

When selecting a destination for incoming staff, where this is not their home,
organisations should ensure that the location provides adequate safety and
comfort and access to essential services. The accommodation chosen, such
as a hotel, should be secure and able to accommodate any medical, dietary or
communication needs.

A number of immediate, practical steps can be taken after a relocation or
evacuation:

o At the first opportunity, contact the organisation’s leadership to provide an
update.

e Ifthe evacuation was international, contact officials in the country of arrival
(if this has not been done already), as well as relevant embassies and the local
authorities if the stay is likely to be prolonged.

e Establish or re-establish contact and communications with staff left behind
(see below).

e Prepare a report for head office and donors, with detailed updates on
personnel, assets, stock and finance and outstanding liabilities at the point of
evacuation or relocation.

e Debrief evacuated or relocated staff and provide psychosocial support, as
this change may give rise to a variety of difficult feelings including emotional
exhaustion and a sense of failure, anger or guilt about those left behind.

66 For more detailed guidance, see Safer Edge (2014) Office closure. EISF (https;//gisf.ngo/resource/office-
closure/).
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Staff care considerations following relocation/
evacuation

Preparations ahead of arrival

e  Welcome kit (including bottled water, food, toiletries, charged
powerbank and charging cables, local SIM card with data plan
and first aid kit).

e |dentify the nearest hospital or other medical facility at the
destination in case staff need medical attention upon arrival.

Upon arrival

e  Provide staff with a welcome kit.

e  Assist staff to contact their loved ones.

e Identify any urgent/immediate medical needs, such as any injuries
or medication needing to be refilled.

e  Provide staff with a security briefing about the location.

e  Assist staff with obtaining local currency.

e  Provide staff with contact information of the relevant support
staff and their availability.

e  For day one of arrival, it is recommended that the support team
stay in a public/visible area (i.e. hotel lobby, café) that is easily
accessible so staff can stop by for assistance.

e  Staff will probably be exhausted from the journey and will want
to rest in their rooms. Ask people to check in to let the support
team know they are okay. For example, invite people to meet for
dinner and ask them to send a text if they do not want to join,
or ask people to send a text message for a quick check-in at a
designated time.

During their stay

e Ensure at least one contact with affected staff per day from any
member of the support team. It can be brief, such as a message
or a call, or an informal social meet-up.

e  Assist staff with onward travel to their homes as appropriate.

e Make sure staff know if they are eligible for meals and incidentals

(per diem) during relocation/evacuation.
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e  Assist staff with finding local medical providers or pharmacies for
prescription refills.

e  Connect them with their health insurance and medical assistance
provider or psychological support as needed.

» See Chapter 5.4 for more on staff care.

Some organisations may not be able to relocate - this can be the case for local
organisations that only operate in a single location, for example. Hibernation
may take the form of closing offices and disbanding staff, ‘melting back’ into the
community and waiting for more favourable conditions to restart programmes.
Several local organisations in parts of Afghanistan used this strategy for years
between 2001and 2021, repeatedly stopping and restarting activities as political
developments and security conditions dictated.

When relocations or evacuations last much longer than originally planned,
continuity plans may evolve into extended remote programming through
partners or ‘remote management’ of programmes. Shifting to remote
programme management can include one or more of the following:

e Withdrawing certain categories of staff (for instance, non-residents of the
area in question), in particular those seen to be at especially high risk, from
the programming location.

e Altering management structures to give more responsibility to staff who
remain present.

e Forming new or altered operational arrangements with partners, including
local organisations and authorities.

e Contracting third-party monitors to ensure programme objectives are being
met in the absence of eyes-on management.

When used as a last resort and ad hoc adaptation, remote programme
management usually presents serious challenges. These can include:




Part 4 Operational elements: processes and tools

e Ethical problems of risk transfer, specifically if the staff members or partners
taking over programme responsibilities are being asked - and strongly
incentivised - to accept higher levels of risk.

o Difficulties in assessing changing security risks, and the environment generally,
as staff and partners in situ may become less attuned to subtle shifts.

e Communications and logistical difficulties.

e Security implications of getting money or supplies to staff and partners.

e Over-reliance on a few staff in high-stress environments, leading to burnout.
e Difficulty in ensuring proper programme and financial oversight.

o Difficulties in meeting donor requirements for monitoring and reporting.

The practical lessons of Covid-19 have mitigated some of these difficulties,
especially in terms of continuous remote communications, remote monitoring
and remote training capacities - but by no means all.”

Remote programming raises a new set of financial, security and contractual
considerations, entailing a new analysis of benefits and risks. Continuing with
programmes under remote management may be riskier than shutting down
altogether, and there may be risks associated with closing a programme that has
been managed remotely if doing so antagonises the staff affected.

If it is possible to continue operating under a remote programming approach,
changes will likely be required in management structure, style and approach.
Management procedures may become more complex and onerous, with
frequent check-ins or reports on financial, programmatic or personnel matters.
New ways of monitoring programmes may have to be developed, such as taking
photos of project outputs (e.g. water sources or schools constructed), with GPS
coordinates attached.

Security conditions can change rapidly, making it important to find ways to
monitor the changing situation and reassess arrangements if risks for remaining
staff become unacceptably high. In addition to the remaining staff, relevant
information for risk assessments can be gathered through local contacts (e.g.
traders and local authorities) and by sharing information and analysis with other
organisations operating in the area.

67 GISF (2020) Keeping up with COVID-19: Essential guidance for NGO security risk managers (www.gisf.
ngo/resource/keeping-up-with-covid-19-essential-guidance-for-ngo-security-risk-managers/).
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Additional resources and training may be needed to support remaining staff or
partners who have taken on additional work responsibilities, as well as funding
and material support, in the form of vehicles and communications equipment,
for example.

» To learn more about partnership arrangements see Chapter 3.5.

Other practices contributing to successful remote programme management
include:s8

e Establishing clear procedures and instructions for staff and partners on
communications, and reporting on activities and progress.

e Including the remote management scenario in contingency planning
exercises, considering in advance potential partners, management and
monitoring structures and exit and transition strategies.

e Bringinglocal personnel or partner representatives out of the area for regular
management meetings and discussions.

e Performing spot checks and unscheduled visits, as feasible.

e Using third-party monitors or cross-checking and verifying monitoring
information with other organisations and local contacts.

e Establishing and maintaining a local network of information providers,
intermediaries and facilitators within the local community.

Arisk assessment can indicate whether it is safe enough to return or to increase
staff presence, and who in the organisation should take responsibility for the
decision. In the absence of a fairly radical change at the location (e.g. a shift
in territorial control from one actor to another), return may also be gradual
and phased. First may come a few short exploratory missions to reassess the
situation, then possibly a more permanent presence of some key staff in one
operational base, followed by the gradual return of more staff and associated
personnel to more operational bases.

68 Stoddard, A., Harmer, A. and Renouf, J.S. (2010) Once removed: lessons and challenges in remote
management of humanitarian operations for insecure areas. Humanitarian Outcomes (https://
humanitarianoutcomes.org/publications/once-removed-lessons-and-challenges-remote-management-
humanitarian-operations-insecure).
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Case example: Return considerations

After civil war intensified in South Sudan in 2016, many aid
organisations reduced their operations and evacuated foreign staff
from the country. Upon re-starting its operations, one international
organisation faced significant challenges implementing programmes
in rural areas related to insecurity, access and communications. After
several months, the security director organised a meeting bringing
together representatives from various departments in the country,
including programmes, finance, human resources, grants, emergency
response and education.

Colleagues from the head office, regional office and national staff
attended the planning meetings. During the week-long session, the
team identified risks and developed mitigation strategies, created
wellbeing programmes for national staff and determined the
security resources required. National staff led discussions on risk and
wellbeing, resulting in significant changes such as granting all national
staff paid rest and recuperation (R&R) every two months.

As a result of this cross-functional contingency planning initiated by
security staff, programmes resumed, donors increased their funding
and the organisation’s programmatic objectives were met.

4 Processes

Key information for assessing the security situation for an exploratory mission
can include:

e Theactual situation on the ground (security, military, political), as well as the
personal profiles of returning staff and possible associated risks.

o Likely changes in the next 3-6 months, and their security implications.

e The status of local infrastructures (airports and roads), communications and
services (e.g. banks).

e The whereabouts and status of staff who remained.
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e The status of property, assets and stocks left behind.
e Theavailability of essential provisions, especially food, water and fuel.

e Theimage or reputation of the organisation locally and how perceptions can
be managed.

e Thelevel of direct targeting of aid organisations and, in the case of international
organisations or those with foreign ties, foreign elements.

e Organisational capability to manage security in the current context.
e Ananalysis of overall risks and benefits.
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