Part 1 Foundations of humanitarian security risk management

1.2 Person-centred approach to security

A person-centred approach to security acknowledges that considering
intersectional identity characteristics is crucial to effectively managing security
risks. Rather than treating aid workers as a homogeneous group, equally
vulnerable to the same threats, this approach encourages inclusivity, reflection
and consideration of how the security challenges and needs of individuals are
impacted by their personal profiles. This chapter discusses identity-based risks
and the rationale for adopting a person-centred approach. Throughout this GPR,
there are reminders and examples of how to adopt a person-centred approach
to security, and this chapter should be seen as an introduction to the concept.

1.2.1 Identity-basedrisks

Humanitarian organisations benefit significantly from staff diversity, which
enhances their ability to understand and engage effectively with diverse target
communities, thereby ensuring that interventions are culturally sensitive and
well received. By bringing varied perspectives, experiences and skills, diverse
teams can also contribute to more comprehensive analysis and innovative
problem-solving, better equipping organisations to handle crises and adapt to
change. Organisations that prioritise diversity may also see higher levels of staff
engagement and retention. Ensuring that organisations have adequate diversity
and inclusion is therefore imperative, and a component of this is ensuring that
this diverse workforce is kept safe. Fundamental to this is understanding how
identity can affect risk.

It is important to emphasise that every individual has both vulnerabilities
and strengths. An inclusive approach to security risk management involves
challenging stereotypes that suggest certain profiles are inherently more
vulnerable. These assumptions may not always be accurate and overlook
the valuable contributions that a more diverse range of staff profiles and
backgrounds can make to security risk management and humanitarian work as
a whole. By focusing on both vulnerabilities and strengths, organisations can
create a more balanced and effective approach.

Identity-basedrisks

The security risks staff face are affected by their identity, which is never just
one thing, and, more importantly, by how their combination of personal
characteristics - their ‘intersectional identity’ - is perceived by others.
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Humanitarian security risk management

Intersectionality describes how various social factors (gender, ethnicity,
sexual orientation, socioeconomic status, disability) interact and overlap to
create unique experiences of discrimination and privilege. Here, we refer
to ‘intersectional identity’, which recognises that people have multiple
interconnected identities that cannot be understood in isolation. The
intersecting aspects of an individual’s identity create a unique risk profile that
requires a nuanced and comprehensive security approach.

While it is not possible to cover every personal risk profile, the following
examples illustrate some identity-based considerations.

e Race, ethnicity and nationality.¢ Perceptions of race, ethnicity and
nationality can influence how staff are treated within and outside an
organisation. Perceptions and biases may lead to increased risks of targeted
violence, discrimination, exclusion, profiling and other expressions of racism
and xenophobia, depending on the context and its social dynamics.”

¢ Disability and accessibility. Staff with disabilities can face added challenges,
such as reduced mobility or access to medical supplies and services,
particularly in emergencies. They may also experience increased vulnerability
to violence and exploitation, as well as social isolation.

e Cultural and religious factors. Language, culture and religion can impact
communication, integration and security. Staff may face specific risks based
on their religious beliefs or cultural differences in regions where religious or
other tensions are high.

e Gender, sexuality and identity. Risks related to gender and sexuality affect all
individuals but may be more pronounced for staff whose sexual orientation,
gender identity and expression are stigmatised, restricted, marginalised,
underrepresented or criminalised in the location in question. Gender can
shape the nature and severity of the threats faced by staff — including within
interpersonal relationships - beyond simply different risks for men and women.

e Other considerations. Socioeconomic status, job roles, age and previous
work experience can all affect how staff are perceived and treated and,
consequently, what risks they may face. Perceptions of hierarchy can also

6 We acknowledge that identity factors such as gender, nationality, ethnicity and race are socially
constructed concepts. While we recognise their artificial nature, they are included here to highlight that
the perception of these identity factors can lead to real and sometimes severe security consequences
for individuals.

7 Foramore detailed discussion, see Arthur, T. and Moutard, L. (2022) Toward inclusive security: The
impact of ‘race’, ethnicity, and nationality on aid workers’ security. GISF (www.gisf.ngo/resource/toward-
inclusive-security-the-impact-of-race-ethnicity-and-nationality-on-aid-workers-securityy).
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play a role (within society as well as an organisation), with lower-paid staff
or those in more vulnerable positions (such as drivers, cleaners or interns)
potentially more exposed to danger but often with access to fewer resources
and less protection. Because of perceptions and biases, individuals from
underrepresented and marginalised groups may also not receive adequate
attention within their organisations, which can result in insufficient security
support for these staff members.
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Case example: Failuresin addressingidentity-based
risks

In a context with a predominantly white population, an international
staff member with a darker complexion experienced street
harassment at a higher level than some of her other female colleagues
in the organisation. This not only affected her ability to move freely
between home and office, but also impacted her mental health and
social life outside of work.

When she voiced her concerns, the office minimised them, suggesting
that such harassment was to be expected. This response made it
difficult for her to report the continued and escalating harassment

she faced, and the burdensome process of requesting a vehicle for
safe travel further discouraged her from seeking help. Ultimately,

the person chose to leave. A low-cost mitigation strategy, such as
improving administrative processes to request a safe ride and fostering
greater sensitivity to individual experiences, could have improved her
situation and potentially retained her within the organisation.

It is crucial to underscore that how an individual is perceived is often a more
important security consideration than how they self-identify. These perceptions
are often rooted in biases that behavioural change cannot necessarily address. It
isimportant to consider how intersectional identity traits of staff can contribute
to, exacerbate or influence the response and behaviour of different actors, both
internal and external to the organisation, towards that individual.
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e Visibility. Not all identity characteristics are visible or immediately apparent
(e.g. sexual orientation and some disabilities). This demonstrates the need
for an inclusive security risk management approach that by default assumes
that staff have diverse security needs and accounts for this diversity to the
greatest extent possible through guidance and consultative processes. It also
means creating an organisational environment that empowers staff to voice
concerns and seek guidance around risks relating to their identity profiles.

e Location. Many security risk management approaches focus on location-
based risks, considering the general threats in the area. While these are
undeniably important, they are not the only or necessarily the paramount
consideration in all cases. With some broad exceptions (such as active combat
zones or other contexts where violence is indiscriminate) whether a location
is ‘safe’ for a staff member can often have more to do with who the person
is and how they are perceived than where they are.® Even for the exceptions
mentioned, certain profiles - such as national aid workers - are more likely
to be in these locations and are therefore at heightened risk due to greater
exposure. The rise of digital threats and the resurgence of major conflict in
Europe in recent years are further evidence of the need to shift conversations
around security away from talking about ‘where is safe’ to ‘who is safe’.

> See Chapter 6.2 for more details on how identity aspects affect digital security.

¢ Internal vs. external threats. Many security risk management systems focus
on external threats. However, there is growing evidence of security threats
to staff emanating from colleagues themselves. Aid workers who identify
as lesbian, gay, bisexual, trans, queer/questioning, intersex plus (LGBTQI+)
or as persons with a disability have stated that they are more concerned
about internal threats than external ones.® Internal threats can include verbal
and physical abuse, blackmail, harassment, discrimination and violence.
Behaviours and environments contribute to hostile work cultures, and minor
instances of hostility can develop into more severe forms of aggression. This
escalation is often described as a ‘continuum’ or ‘pyramid’ of violence, where
seemingly trivial incidents of harassment, incivility and exclusion not only

8 For adetailed illustration of this point, see Hoppe, K. (2017) Where is safe? TEDxBristol, 19 December
(wwwyoutube.com/watch?v=Q9RXE9p9T3w).

9 EISF (2018) Managing the security of aid workers with diverse profiles (www.gisf.ngo/resource/
managing-the-security-of-aid-workers-with-diverse-profiles)).



http://www.youtube.com/watch?v=Q9RxE9p9T3w
http://www.gisf.ngo/resource/managing-the-security-of-aid-workers-with-diverse-profiles/
http://www.gisf.ngo/resource/managing-the-security-of-aid-workers-with-diverse-profiles/
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become normalised but also set the stage for more serious abuse.’® A culture
that tolerates these minor aggressions increases the risk of these incidents
escalating.

o Staff categorisation. A lot of emphasis in security plans has historically been
placed on how staff are categorised within an organisation (e.g. national,
international, resident or mobile). This can prove problematic as categorisation
can be complex and may not account for important identity factors, such as
dual citizenship, and whether ‘national staff’ are local to the area or not. This
may also lead to incorrect assumptions about staff members’ vulnerability to
threats, and their knowledge of security contexts. It is often more effective to
consider each individual’s specific situation as well as the contextual needs and
circumstances, rather than relying on broad classifications. Efforts to localise
positions within international organisations must also be carefully considered
against personal risk profiles and individual strengths and vulnerabilities.

» Foramore detailed discussion on staffing, see Chapter 5.10n human
resources.

1.2.2 Aperson-centred approach

Historically, where security risk management systems have considered identity,
this has focused primarily on issues related to gender, ethnicity and nationality,
and often in an ad hoc manner. Over the years, this focus has expanded to
include a wider range of identity characteristics.”" This shift, driven by the need
for a more inclusive security culture in the sector, led to the introduction of
a person-centred approach to security risk management. This incorporates
identity-based considerations and places individuals at the centre of security
risk management activities. In practice, it involves recognising profile-specific
risks due to the intersection of individual characteristics (intersectional identity)
and behaviour, organisational factors and the context in which staff are working
(both in the physical and digital spheres) (see Figure 2).

10 To learn more about the pyramid of violence, see EISF (2019) Managing sexual violence against aid
workers: Prevention, preparedness, response and aftercare (https;//gisfprod.wpengine.com/resource/
managing-sexual-violence-against-aid-workersy).

11 GISF and Humanitarian Outcomes (2024) State of practice: the evolution of security risk management
in the humanitarian space (https://humanitarianoutcomes.org/security_risk_mgmt_humanitarian_
space_2024).
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Figure 2 Aperson-centred approachto securityrisks
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Adapted from Arthur, T. and Moutard, L. (2022) Toward inclusive security risk
management: the impact of ‘race’, ethnicity and nationality on aid workers’ security. GISF
(www.gisf.ngo/resource/toward-inclusive-security-the-impact-of-race-ethnicity-and-
nationality-on-aid-workers-security/).

A person-centred approach to security risk management involves tailoring
security measures to the specific needs and vulnerabilities of individual aid
workers, rather than applying a one-size-fits-all model. It promotes equitable
risk mitigation by considering the unique intersectional identities of aid workers.
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Security and decolonisation efforts
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In addition to enhancing security risk management, a person-centred
approach to security can support the ‘decolonisation’ efforts being
made by an increasing number of international organisations. Security
staff can promote both objectives by engaging in the following
practical actions.

e Critical reflection. Engaging in critical reflection on the
historical and structural factors that influence security risks.
Historical, contextual and structural inequalities can place
particular individuals at greater risk than others, often without
the commensurate security measures to protect them, the
power to ensure their security needs are heard and met or the
ability to genuinely consent to the risks they are exposed to.

e Inclusive dialogue. Fostering inclusive dialogue to understand
diverse perspectives and experiences. This can help identify and
address biases and inequalities in security practices and ensure
that security risk management measures are inclusive. It includes
being open to knowledge and good practice from individuals with
diverse perspectives.

e Equitable support. Ensuring that resources are allocated
equitably to support the security of all staff, regardless of
their identity. This can mean adopting a person-centred
approach to security and may involve redistributing resources
to address disparities and ensuring equitable security support
for marginalised or under-represented groups. The question of
equitable support is also relevant when working with partners
(see Chapter 3.5 for a more detailed discussion).

e Empowerment and representation. Promoting the
representation of marginalised and under-represented staff
in decision-making processes, including risk assessments and
security planning. Security staff can play an important role in
facilitating discussions and providing expertise and experience
that can translate into more inclusive organisational frameworks.
This can also include striving for greater diversity in security
professionals at all levels within an organisation. Leadership
teams can also be vocal about how diversity in identities and
experiences is an asset in humanitarian operations, and security
risk management efforts.
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1.2.3 Goodpractice considerations

Local cultural norms and taboos can make discussions around specific identity
characteristics, such as ethnicity and sexual orientation, especially challenging.
This cultural resistance can hinder the implementation of inclusive security risk
management efforts, which can require open and sensitive discussions about
these topics. Some organisational leaders may also worry that investigating the
experiences of staff with minority profiles could draw attention to potential
organisational shortcomings, risking reputational harm.

Creating and enforcing policies that support a person-centred approach
systematically requires institutional commitment and support. This can include
developing comprehensive guidelines, allocating resources for training, and
ensuring that these policies are integrated into the broader organisational
culture. Many organisations still struggle to consistently incorporate inclusive
considerations and language in their policies, training and daily communications.

Leadership teams can focus on empowering security focal points to adopt a
person-centred lens through all elements of their work, including collaboratively
developing an inclusive security risk management framework. Security staff can
play an important role in fostering a culture of confidentiality, collaboration,
inclusivity and trust, and they should strive to be viewed within the organisation
as approachable and reliable. Some organisations have security focal points in
each office who are female and/or locals to the area, to improve reporting on
sensitive issues.

Akey challenge is determining the balance between individual responsibility and
organisational duty of care. It is advisable for leadership teams to thoroughly
research and understand their responsibilities in fulfilling this duty, particularly
when considering the diverse profiles of their staff. Failure to adequately address
identity-based risks could result in a failure to discharge this duty of care,
especially as the vast majority of the aid workforce is made up of individuals from
diverse backgrounds. A security risk management system that accounts for the
diverse security needs of staff not only helps to mitigate these risks, but can also
improve staff wellbeing and retention and programme outcomes. Organisations
should be clear about the level of support they provide for managing identity-
based risks, while also encouraging individuals to seek guidance and support for
specific needs.
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Addressing discrimination

Concerns about discrimination are a significant obstacle to organisations
addressing identity-based risks. Organisations do not want to be seen as invading
staff privacy or making employment decisions based on personal characteristics,
and they may rightly worry about the legal implications of doing so. This has led
some organisations to adopt a ‘don’t ask, don’t tell’ approach, where security
decisions based on identity aspects are not transparently communicated or
openly discussed. However, treating all staff members as if they had a single,
common risk profile can lead to inadequate protection, increased vulnerabilities
and even greater organisational risks. Recent research has found that aid workers
would like to see identity-based risks more transparently and openly addressed
in security measures.'?

In some circumstances and contexts, people with certain profiles may need to
follow distinct security measures or require additional security support. Whether
the imposed measures and resources are justifiable will depend on whether
these actions are legitimate and proportionate to the risk, or if less drastic
alternatives exist. All decisions should aim to be based on documented evidence
rather than individual assumptions or perceptions.'? In effect, what would make
these measures unjustifiable is if they were arbitrary and the differences led to
unjust treatment or inequality.

To understand this better, it is helpful to distinguish between equitable treatment
and equal treatment. Equal treatment implies providing the same resources and
measures to everyone, regardless of their circumstances. However, this approach
can overlook specific vulnerabilities and fail to provide adequate protection.
Equitable treatment involves providing tailored resources and measures to
ensure that all individuals have the same level of security and support, accounting
for their specific needs and risks. The aim is to ensure that the resultant level of
risk is acceptable for everyone. This approach is not discriminatory but rathera
necessary adjustment to address real and varied threats effectively.

Ensuring that measures are not discriminatory and are more readily accepted by
staff can be facilitated through:

e Collaborative policy and practice development. Involving diverse staff
in the development and review of security policies and practices ensures

12 EISF (2018).
13 For a more detailed discussion of legal anti-discrimination considerations, see EISF (2018), Chapter 2:
Legal duty of care and anti-discrimination.
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that the organisation’s approach reflects a wide range of perspectives and
addresses the concerns and specific risks faced by different identity groups.
Organisations can establish consultative spaces, advisory committees or
working groups that include representatives from various identity groups to
contribute to the development or review of security measures.

¢ Explicit and timely communication. Informing staff of the risks and clearly
communicating the reasons for tailored security measures in a timely
manner (e.g. before travel or during recruitment) helps ensure that everyone
understands the necessity and fairness of these measures.

e Feedback mechanisms. Establishing channels for staff to provide feedback
on security measures and regularly soliciting and acting on feedback helps
identify any issues of perceived discrimination and allows for continuous
adaptation and improvement of security practices as environments and
risks change.

Introducing a new way of working can be daunting. Security staff often operate
under tight deadlines and heavy workloads, making it difficult to allocate time
for considering a new approach and adopting person-centred ways of working.
Security staff may also feel unable to engage in identity-based risk conversations
due to a lack of expertise. Despite these challenges, some organisations have
made significant strides in adopting a person-centred approach to security,
often driven from the top, with senior leadership taking the initial measures,
including encouraging and empowering their staff to adopt this approach. For
some organisations, this has meant consultations with staff to understand the
identity-based risks they face; for others, it has involved hiring more diverse
security teams, and for one international organisation it has involved assessing
all aspects of its security systems to identify ways they could be more inclusive
(see case example box below).

Many efforts have started small, with targeted shifts in particular areas that then
snowballed. Initiating a person-centred approach does not necessarily require a
significant investment of money or time, but can start with a shift in perspective,
for example by security staff simply asking how a situation or programme may
impact the security of colleagues with different profiles and needs.
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Case example: Adopting a systematic person-centred
approach to security

One international organisation’s global security team initiated a
project to establish a guiding framework for a person-centred
approach to security risk management. The primary objective of the
project was to identify diversity and inclusion gaps in security risk
management (through research and staff consultations) and then
provide practical recommendations.

Most staff consulted for the project felt that personal profiles were
an important factor in determining the level and type of security
risks they faced, but that the organisation, and particularly managers,
needed to do more to address profile-specific risks.

The research found the main profile-related security challenges to be
lack of access to relevant information, internal discrimination/unequal
treatment and external prejudice/hostility in the local environment.
Factors making staff feel more secure included open communication
on security-related issues from the management team, clear written
security policies and procedures and mechanisms for reporting
incidents or any relevant information to better understand the overall
working environment, as well as for addressing complaints.

The research indicated the need for a more systematic and

inclusive approach to security risk management, as well as a more
proactive and inclusive management culture. Following the project,
the organisation took steps to implement the recommendations
identified, which required the input of several different internal
workstreams and decision-makers. Given the organisation-wide
changes required, it was important to ensure implementation was
the shared responsibility of various stakeholders, including security,
human resources, and other departments involved in training, policy
development and data collection.

(7]
c
g
-
1]
T
<
=
(=]
('8
-




Humanitarian security risk management

Diversity considerations can be factored in across the security risk management
framework.

Inclusive risk assessments. A comprehensive risk assessment process
integrating individual (intersectional identity and behaviours), organisational
and external risk factors, considering both internal and external threats and
their inter-relationships. Another factor to consider may be time (as certain
periods, such as during elections, may be more insecure than others). Smaller
organisations, or those with less staff movement, may be better able to carry
out individualised risk assessments for each staff member when they join
the organisation, start a new project or travel (this is an approach taken, for
example, by some human rights organisations). Larger organisations that
would struggle with this may find it helpful to ensure that risk assessments
involve the greatest diversity of staff, to ensure that a range of perspectives
are incorporated, and to provide staff with the tools and training to carry out
their own individual risk assessments and seek guidance when needed.

Security plans and response measures. Ensuring that risk mitigation
measures, security plans and response mechanisms consider the diverse
needs of staff. This can mean, for example, ensuring that staff with disabilities
are adequately considered in site security and evacuation plans, or that the
nationalities of staff are considered in contingency plans (e.g. evacuating some
nationalities to a particular country may place them at heightened risk). For
resident staff - nationals and foreign nationals alike - it can be advisable to
incorporate family considerations into contingency plans. This can be achieved
through the collaborative approaches detailed in various parts of this chapter.™

Security tools. Incorporating questions and information around identity-
based risks into existing security tools. This can include options for selecting
identity-based qualifiers in incident report forms to allow for better incident
analysis, which can help determine whether incidents may be the result of
discrimination, homophobia, ethnically motivated targeting or other factors.

Guidance. Providing guidance so that staff who do not wish to disclose
personal identity concerns have access to information to make informed
security decisions. The key here is for information about profile-specific risks to
be shared systematically with all staff, regardless of their personal profiles. This
caninclude incorporating identity-based risk information in security documents
shared with staff, and providing staff with focal points they can speak to ona
confidential and one-to-one basis. Organisations can collaborate with specialist
groups and initiatives to incorporate their expertise and resources into internal
guidance. This could include working with organisations that address gender-
based violence or support LGBTQI+ individuals. Staff may have their own

For detailed examples on inclusive risk mitigation measures see EISF (2018).
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resources and guidance, but how an organisation makes information available,
and what type of feedback loop is provided, can make a big difference in how
staff interact with the guidance they are given. This can also improve the
content of guidance developed and maintained by the organisation.
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e Security culture. Building a positive and inclusive organisational security
culture by communicating with staff about identity-based risks, destigmatising
discussions and tackling ‘myths’ around personal vulnerability in group
settings, such as briefings and training. This type of communication can
empower staff to voice concerns and make more informed security decisions
for themselves and others.

e Security staff composition. Recruiting diverse security staff. More
organisations are aiming for greater diversity in staff generally, but also in
security positions. The identity of security focal points can significantly influence
staff perceptions of - and engagement with - security measures.’> In practice,
this can mean being mindful of job requirements. For example, in countries
where women are barred from police or military roles, making this experience a
requirement for security positions will exclude national female candidates.

Roles and personalrisk profiles

In some contexts, certain visitors may have elevated risk profiles due
to their visibility or role (for example, VIP visitors). These individuals
may include organisational leaders, experts, donors, government
officials and auditors, whose presence can attract unwanted
attention or aggression (within and outside an organisation). The
targeting of such individuals can have severe repercussions for the
individual’s security, and for the broader organisation. It may also
increase the security risks to staff, raising important questions about
the criticality of such visits. If the visit warrants the risk entailed to
the visitor and other staff, organisations can implement appropriate
security measures, which may include discreet security details,
secure accommodation, special travel protocols, information security
measures (such as not disclosing location information publicly) and
contingency planning for emergencies. For organisations where

VIP visits are common, regular training for these individuals and
those who interact with them on personal security awareness and
behaviour in high-risk environments is beneficial.

15 To learn more, see: GISF and Humanitarian Outcomes (2024).
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Guidance onidentity-basedrisks

Staff have a right to privacy, which means that organisations cannot
force them to disclose information about their personal profiles they
do not feel comfortable sharing. By providing general guidance on
identity-based risks, organisations avoid pressuring staff to disclose
sensitive information or singling out staff directly due to assumptions
around their identity. This also contributes to building a security
culture that allows each person to raise questions and reflect on their
own security needs.

The following sample questions can support organisations in deciding
what guidance to provide:

What is the make-up of staff? Aggregated and anonymised
information from human resources (HR) can help with this. Using
this data alongside contextual factors, which staff profiles may
require additional guidance?

Do staff understand the organisation’s duty of care towards
them? Is there any specific area where they need more
information, and could this be addressed through additional
guidance?

What resources do staff have access to relating to identity-based
risks (external and internal)? How can the organisation help them
access this information more easily?

Are staff able to comfortably and confidentially access resources
pertaining to identity-based risks?

Is there a focal point staff can confidentially approach to discuss
their concerns?

One organisation has ensured that, as part of its travel procedures,
links are provided to external and internal resources for risks and
guidance relevant for LGBTQI+ staff. The organisation’s intranet site
also has a dedicated page providing guidance.
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Making broader organisational practicesinclusive
It can be helpful to apply a person-centred lens to broader organisational
practices that can affect staff security.
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e System reviews. Conducting organisational reviews that assess whether all
staff have adequate access to support and resources (including on security),
no matter their personal profile and addressing any identified barriers or
structural inequalities. In any organisation, especially international ones, it is
advisable to adapt communication and interactions to the target audience.
A simple example is ensuring that staff can access relevant communications
in their first language. In many international organisations, international
and national staff may have access to different levels of support, including
insurance. In some circumstances these additional support services are
justifiable and needed, but this can also indicate failures in equity across all
staff. It is also important to note that these distinctions may not be due to
bias or inattention, but a result of factors outside the organisation’s control,
such as legal barriers to the evacuation of national staff and limitations to
insurance policies.

e General recruitment and deployment. Integrating identity-based
security considerations into recruitment procedures, and, if appropriate, in
discussions with staff prior to new assignments.'¢ This can, in practice, mean
being open to different experiences and ensuring that job requirements are
not unduly exclusionary of particular profiles (see box below).

16 Foramore in-depth discussion of consideration of identity-based risks in recruitment, see EISF (2018).
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Identity issuesinrecruitment and deployment

Recruitment or deployment of staff in the humanitarian sector is
more complex than in many other areas of work. Some individuals
may be at heightened risk in new locations or roles due to their
personal risk profiles. It is advisable to encourage discussion
whenever possible rather than to place a blanket ban on specific
profiles. This said, in some cases it may be advisable to state in the
job description that particular roles are not open to specific identity
profiles due to the security situation. The legality of this type of
indirect discrimination depends on the country; measures should
always aim to be justifiable, proportionate and legitimate. An example
would be not recruiting men to work in a women’s refuge or shelter.

Involving security focal points in recruitment and deployment, and
being clear in job descriptions and during interviews about the
heightened risks faced by particular profiles, ensures that these
concerns are discussed and decided openly in conjunction with
affected staff.

Addressing identity-based risks in security training can improve outcomes for
all staff, from how team members can support colleagues with a disability in
the event of an emergency to maintaining the confidentiality of a colleague’s
sexual orientation following a security incident - particularly if disclosure of this
information could present a security risk for the staff member or the organisation.

Although trainers have experienced resistance to covering these topics,
addressing diversity in these courses can be an opportunity for dialogue and to
share the lived experiences of under-represented profiles among team members,
which otherwise might never have been heard or understood by colleagues.
While trainers cannot be expected to have every answer to every question
regarding an identity-based risk, they can create a space for participants to
examine questions for themselves and their individual profiles, while leveraging
the common experiences of others.

The identity of the trainer can also play a role in a training participant’s level
of comfort to engage in questions surrounding their individual profiles. While
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increasing the number of trainers from under-represented groups is core, so
too is the ability of all trainers, no matter their profile, to foster an environment
where concerns can be welcomed and safely considered.

» For more details on training and inclusivity considerations, see Chapter 5.2.

Targeted training considerations

Beyond ensuring that security training is more considerate of

diverse risk profiles, organisations can also provide staff, including
security staff, with training on unconscious bias, power, privilege,
intersectionality and being empowered bystanders, to name a few.
Some organisations have woven these aspects into their existing
security training. These areas of learning can help to build awareness
of the risks faced by different identity groups and promote a culture
of inclusivity and respect. When staff understand the rationale behind
tailored security measures, they are more likely to see them as fair
and necessary, reducing resistance and perceptions of discrimination.
For security staff, training in these areas can deconstruct
assumptions around personal risk profiles, help build empathy and
promote practical skills for managing identity-based risks.

It is advisable to train security staff and other relevant colleagues (such as HR) on
how to adopt a person-centred approach, for example how to conduct an inclusive
security risk assessment. This ensures that responsible staff are able to address
identity-based risks, and are comfortable discussing these issues with staff.
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Case example: UN Operational Safeguarding

The UN Department of Safety and Security (UNDSS) has developed
a concept of ‘operational safeguarding’, which applies to policies,
procedures, measures and training implemented within the UN to
protect its staff, assets and operations from interpersonal harm. It
focuses on both internal and external threats to staff and recognises
that efforts to tackle internal threats against UN staff go hand-in-
hand with efforts to address sexual exploitation and abuse by UN
personnel.

Operational safeguarding promotes a person-centred approach
to security through the implementation of inclusive security tools
and by focusing on perpetrators (known and unknown), their
allies, the operating environment and the personal and situational
vulnerabilities of potential targets.

Key elements of this approach include:

e Recognising that behaviours and environments can lead to abuse
of power, and that minor instances of hostility can escalate
into more serious forms of harm (the ‘pyramid of violence”).
Tolerating harassment, incivility and exclusion increases the
likelihood of more serious incidents, including sexual assault.

e Recognising that all forms of interpersonal aggression have
relevance to security staff as they are a serious cross-cutting
problem, requiring collaboration between all departments that
deal with staff.

e  Ensuring that every staff member is informed about all potential
threats, not just those that seem relevant to each individual. By
equipping all personnel with the knowledge and tools to mitigate
risks universally, the UN aims to enhance security for everyone.
Essentially, collective security is achieved only when each
member is secure - no one is truly safe until everyone is safe.

e Promotinga UN Upstander approach, encouraging trained staff
to become empowered bystanders in the event of an incident and
promote operational safeguarding in the course of their work.
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The UN has rolled out blended training on operational safeguarding.
The interactive training aims to raise awareness among staff on how
to implement this approach and upskill personnel as ‘UN Upstanders’.
In addition to raising awareness and empowering staff, the training
aims to be a significant deterrent to would-be perpetrators.
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org/security_risk_mgmt_humanitarian_space_2024).

Hoppe, K. (2017) Where is safe? TEDxBristol (www.ted.com/talks/kelsey_
hoppe_where_is_safe/details).

Guidance and tools

Bond (2022) Becoming locally led as an anti-racist practice: a guide to support
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